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NEW QUESTION # 52
Which type of disaster recovery plan (DRP) test requires the whole organization to participate in a scheduled disaster scenario
without performing all of the actual tasks?

A. Parallel
B. Full
C. Tabletop

D. Dry run
Answer: D
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Explanation:

A dry run disaster recovery plan test requires broad organizational participation in a simulated disaster scenario without executing all
production-impacting tasks. Managing Cloud principles explain that dry run testing validates coordination, communication, and
procedural readiness while avoiding the risks of full operational disruption.

In a dry run, teanrs follow documented recovery steps conceptually or in limited execution, verifying that dependencies,
responsibilities, and sequencing are correct. This approach provides higher fidelity than tabletop exercises, which are discussion-
based, while avoiding the operational risks of full or parallel tests.

Parallel tests nvolve running recovery systems alongside production, and full tests execute all recovery actions, often causing service
disruption. Therefore, a dry run offers a balanced method to test preparedness across the organization without full execution.

NEW QUESTION # 53
A user creates new financial documents that will be stored in the cloud. Which action should the user take before uploading the
documents to protect them against threats such as packet capture and on-path attacks?

A. Metadata labeling
B. Hashing

C. Encryption

D. Change tracking

Answer: C

Explanation:

Before transmitting sensitive financial data to the cloud, the best defense against interception threats like packet capture and man-in-
the-middle attacks isencryption. Encryption protects data i transit by converting plain text into cipher text, which can only be
deciphered with the correct keys.

Hashing provides integrity verification but does not secure confidentiality. Change tracking monitors modifications but does not
prevent interception. Metadata labeling adds context but does not protect against on-path attackers.

Using strong encryption protocols (e.g., TLS) ensures that even if traffic is intercepted, the attacker cannot read the data. Encryption
also aligns with compliance requirements such as PCI DSS, which mandates encryption for financial data during transmission. By
encrypting before upload, the user ensures end-to-end confidentiality across potentially insecure networks.

NEW QUESTION # 54
Which cloud risk is associated with the supply chain due to dependency on legacy internal servers for application delivery to end
users?

A. Outages

B. Fast run time

C. Natural disasters

D. Homomorphic encryption

Answer: A

Explanation:

Outages are the primary cloud risk associated with dependency on legacy internal servers for application delivery. Managing Cloud
guidance explains that legacy systens often lack redundancy, scalability, and resilience compared to cloud-native architectures.
When applications rely on aging internal infrastructure, failures in hardware, power, or connectivity can interrupt service delivery to
end users. These outages can disrupt supply chains, delay transactions, and impact business continuity.

Natural disasters are external events, fast run time is not a risk, and homomorphic encryption is a cryptographic technique.
Therefore, outages represent the correct risk in this context.

NEW QUESTION # 55
Which strategy provides the highest overall cost savings for an organization implementing a business continuity and disaster recovery

(BCDR) plan?

e A Deploy a hot cloud site.
¢ B. Implement cross-site replication.
e C. Move all services to the cloud.



¢ D. Migrate local backups to tape.
Answer: C

Explanation:

Moving all services to the cloud provides the highest overall cost savings for organizations implementing BCDR. Managing Cloud
guidance explains that cloud-based services reduce capital expenditures, elimnate the need for secondary physical data centers, and
leverage on-demand scalability.

Cloud platforms offer built-in redundancy, geographic distribution, and automated recovery capabilities that significantly lower the
cost of maintaining separate disaster recovery infrastructure. Pay-as-you-go pricing ensures organizations only pay for resources
when needed, further reducing operational expenses.

Hot sites and cross-site replication incur ongoing costs, while tape backups offer lower cost but do not support rapid recovery.
Therefore, migrating services to the cloud delivers the most comprehensive cost savings.

NEW QUESTION # 56

An organization is reviewing a contract froma cloud service provider and wants to ensure that all aspects of the contract are
adhered to by the cloud service provider. Which control will allow the organization to verify that the cloud provider is meeting its
obligations?

A. Incident management

B. Regulatory oversight
C. Confidential computing

D. Continuous monitoring

Answer: D

Explanation:

Continuous monitoring is the control that allows organizations to actively verify that a cloud provider is fulfilling contractual and
compliance obligations. This nvolves automated collection and analysis of operational, security, and performance data. It enables
organizations to ensure that service-level agreements (SLAs) are being honored and that compliance requirements are being met in
real time.

While regulatory oversight is provided by external authorities and incident management is reactive in nature, continuous monitoring is
a proactive approach. It allows customers to maintain visibility into provider operations. Confidential computing focuses on data
protection but does not verify contract adherence.

By employing continuous monitoring, organizations establish transparency and accountability. It also supports audit processes by
providing evidence that controls remain effective over time. This reduces risk associated with outsourcing critical finctions to a cloud
provider and ensures resilience against potential provider-side failures.

NEW QUESTION # 57
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