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A company runs a payment application on Amazon EC2 instances behind an Application Load Balance The EC2 instances run in an
Auto Scaling group across multiple Availability Zones The application needs to retrieve application secrets during the application
startup and export the secrets as environment variables These secrets must be encrypted at rest and need to be rotated every month.
‘Which solution will meet these requirements with the LEAST development effort?

e A Store the secrets in AWS Secrets Manager Provision a new customer master key Use the key to encrypt the secrets
Enable automatic rotation Configure an Amazon EC2 user data script to programmatically retrieve the secrets during the
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startup and export as environment variables

¢ B. Save the secrets as base64 encoded environment variables in the application properties. Retrieve the secrets during the
application startup. Reference the secrets in the application code. Write a script to rotate the secrets saved as environment
variables.

e C. Save the secrets as strings in AWS Systerms Manager Parameter Store and use the default AWS Key Management
Service (AWS KMS) key Configure an Amazon EC2 user data script to retrieve the secrets during the startup and export as
environment variables Configure an AWS Lambda function to rotate the secrets in Parameter Store every month.

¢ D. Save the secrets in a text file and store the text file in Amazon S3 Provision a customer managed key Use the key for
secret encryption in Amazon S3 Read the contents of the text file and read the export as environment variables Configure S3
Object Lambda to rotate the text file every month

BER: A
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* AWS Secrets Manager: Built for managing secrets, providing encryption, automatic rotation, and access control.

* Customer Master Key (CMK): Provides an extra layer of control over encryption through AWS KMS.

* Automatic Rotation: Enhances security by regularly changing the secret.

* User Data Script: Allows secrets retrieval at instance startup and sets them as environment variables for seamless use within the
application.

References:

AWS Secrets Manager Documentation: https:/docs.aws.amazon.conysecretsmanager/ AWS KMS Documentation:
httpsz/docs.aws.amazon.comkms/ User Data for EC2 Instances: https:/docs.aws.amazon.con AWSEC2/latest/UserGuide/user-
data.html
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An e-commerce site allows returning users to log in to display customized web pages. The workflow is shown in the image below:

An application is running on EC2 instances. Amazon RDS is used for the database that stores user accounts and preferences. The
website freezes or is slow to load while waiting for the login step to complete. The remaining components of the site are well-
optimized.

Which of the following techniques will resolve this issue? (Choose two.)

A. Call the database asynchronously so the code can continue executing,

B. Batch login requests from hundreds of users together as a single read request to the database.
C. Use an Amazon Application Load Balancer to load balance the traffic to the website.

D. Implement the user login page as an asynchronous Lambda function.

E. Use Amazon ElastiCache for MemCached to cache user data.

Z%: AE
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When you create a table with a hash-and-range key, you must define one or more secondary indexes on that table.

A. False, when you have Hash-Range key you cannot define Secondary index
B. False, hash-range key is another name for secondary index

C. True

D. False, it is optional
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When you create a table with a hash-and-range key in DynamoDB, you can also define one or more secondary indexes on that
table.

Reference: http:/docs.aws.amazon.com/amazondynamodb/latest/developerguide/LSI.html
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How long are the messages kept on an SQS queue by default?



A. 1 day

B. Ifa message is not read, it is never deleted
C. 4 days

D. 2 weeks
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The SQS message retention period is configurable and can be set anywhere from 1 minute to 2 weeks. The default is 4 days and
once the message retention limit is reached your messages will be automatically deleted. The option for longer message retention
provides greater flexibility to allow for longer intervals between message production and consumption.
https://aws.amazon.convsqs/faqs/
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A Developer has been asked to create an AWS Lambda function that is triggered any time updates are made to itens in an Amazon
DynamoDB table. The function has been created, and appropriate permissions have been added to the Lambda execution role.
Amazon DynamoDB streanms have been enabled for the table, but the function is still not being triggered.

‘Which option would enable DynamoDB table updates to trigger the Lambda function?

A. Increase the maximum execution time (timeout) setting of the Lambda function

B. Change the StreamViewTypeparameter value to NEW_AND OLD IMAGESfor the DynamoDB table
C. Map an Amazon SNS topic to the DynamoDB streams

D. Configure event source mapping for the Lambda fimction

ZX: B
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Explanation/Reference: https://docs.aws.amazon.conylambda/latest/dg/with-ddb. html
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