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R #92

You have a Microsoft Sentinel workspace named Workspaces

You configure Workspacel to ¢

ollect DNS events and deploy the Advanced Security information Model (ASIM) unifying parser for the DNS schema.

Youneed to query the ASIM DNS schem to list all the DNS events from the last 24 hours that have a response code of
'NXDOMAIN' and were aggregated by the source IP address in 15-minute intervals. The solution must maximize query
performance.

How should you conplete the query? To answer, select the appropriate options in the answer area NOTE: Each correct selection is
worth one point.
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Your company deploys Azure Sentinel.

You plan to delegate the administration of Azure Sentinel to various groups.

You need to delegate the following tasks:

* Create and run playbooks

* Create workbooks and analytic rules.

The solution must use the principle of least privilege.

‘Which role should you assign for each task? To answer, drag the appropriate roles to the correct tasks. Each role may be used
once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

RN -

Explanation:

Reference:
https:/docs.microsoft.com/en-us/azure/sentinel/roles
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Youneed to recommend remediation actions for the Azure Defender alerts for Fabrikam

What should you recommend for each threat? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

it

Explanation:

Reference:

httpsz/docs.microsoft.com/en-us/azure/key-vault/general/secure- your-key-vault
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You have a Microsoft 365 subscription that uses Microsoft Defender XDR.

You are nvestigating an attacker that is known to use the Microsoft Graph API as an attack vector. The attacker performs the
tactics shown the following table.

You need to search for malicious activities in your organization.
Which tactics can you analyze by using the MicrosoftGraphActivitylogs table?

A. Tactic2 only

B. Tacticl and Tactic2 only

C. Taclic2 and Tactic3 only

D. Taclicl. Taclic2. andTactic3
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You have a Microsoft Sentinel workspace.

You plan to visualize data from Microsoft SharePoint Online and OneDrive sites.

Youneed to create a KQL query for the visual. The solution must meet the following requirements:

* Select all workloads as a single operation.

* Include two parameters named Operations and Users.

* In the results, exclude empty values for the site URLs.

How should you complete the query? To answer, select the appropriate options in the answer area. NOTE:
Each correct selection is worth one point.
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