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Cisco 300-720 Exam Syllabus Topics:

Section Weight Objectives

- Implement Talos SenderBase and antispam engines
- Bounce verification and attack prevention

Spam Control, Antispam, and Threat Protection 20% |- Configure graymail and bulk mail management

- URL filtering and malicious link protection

- File reputation and file analysis

- Configure antivirus scanning engines

- Design and deploy message filters

Content Filters, Message Filters, and Security Features |15% |- Create and manage content dictionaries and text resources
- Implement outbreak filters and security policies

- Data Loss Prevention (DLP) configuration

- Manage message release and delivery
Quarantine and Message Management 20% |- Systemand user quarantine setup
- Quarantine reporting and administration
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- Configure LDAP servers, queries, and authentication
- Integrate with directory services

- Prevent directory harvest attacks

- Control SMTP sessions and connection management

- Configure encryption features

Email Authentication and Encryption 15% |- Implement SPF, DKIM, DMARC

- Secure message delivery and verification

- Setup and mnitial configuration

- Describe architecture and components
Admmistration of Cisco Secure Email Gateway 15% |- Monitor, log, and troubleshoot operations

- Configure mail policies and delivery settings
- Manage system access and authentication

LDAP Integration and SMTP Services 15%
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FIRE #99
An engineer deploys a Cisco Secure Email Gateway appliance with default settings in an organization that permits only standard H
feature does not work. Which additional action resolves the issue?

A. Enable the Use SSL option under Advanced Settings for File Reputation.
B. TP/HTTPS ports outbound and notices that the AMP file reputation

C. Enable the Use HTTP option under Advanced Settings for File Reputation.
D. Configure the outbound firewall rule to permit traffic on port 3237

E. Configure the outbound firewall rule to permit traffic on port 8081

£%: B

i RE S «

Configuring the outbound firewall rule to permit traffic on port 3237 is the additional action that resolves the issue. AMP file
reputation is a feature that allows Cisco ESA to check files attached to messages against a cloud-based database of known
malicious files and apply appropriate actions, such as block, deliver, or quarantine.

By default, AMP file reputation uses TCP port 3237 to communicate with the cloud-based database. If this port is blocked by a
firewall, AMP file reputation will not work properly. To resolve this issue, the administrator can configure the outbound firewall rule
to permit traffic on port 3237 from Cisco ESA.

i =8 #100
What is a benefit of graymail services?

A. removes spambased on the sender email address

B. offers cloud and on-site unsubscription service

C. provides a safe method to subscribe to social network emails

D. provides the option to unsubscribe from unwanted marketing emails

ZX: B

F 8 #101

An organization wants to designate help desk personnel to assist with tickets that request the release of messages from the spam
quarantine because company policy does not permit direct end-user access to the quarantine. Which two roles must be used to
allow help desk personnel to release messages while restricting their access to make configuration changes in the Cisco Secure Email
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Gateway? (Choose two.)

A. Administrator

B. Quarantine Administrator
C. Help Desk User

D. Technician

E. Read-Only Operator

EX: BC

iR B B «

All users with administrator privileges can change spam quarantine settings and view and manage messages in the spam quarantine.
You do not need to configure spam quarantine access for administrator users.

If'you configure access to the spam quarantine for users with the following roles, they can view, release, and delete messages in the
spam quarantine:

-Operator

-Read-only operator

-Help desk user

-Guest

-Customuser roles that have spam quarantine privileges

These users cannot access spam quarantine settings.

httpsz//www.cisco.convc/en/us/td/docs/security/ esa/esal4-0/user guide/b ESA Admin Guide 14-0

/b ESA Admin Guide 12 1 chapter 0100000.htmi?bookSearch=trueticon 1624156

i RE #102
‘When URL logging is configured on a Cisco ESA, which feature must be enabled first?

A. antivirus

B. virus outbreak filter

C. antispam

D. senderbase reputation filter

EX: B

L EER

Enabling Logging of URLs and Message Tracking Details for URLs

Logging of URL-related logs, and display of this information in Message Tracking details, is disabled by default. This includes the
logs for the following events:

Category of any URL in the message matches the URL category filters

Reputation score of any URL in the message matches URL reputation filters Outbreak Filter rewrites any URL in the message To
enable logging of these events, use the outbreakconfig command in the command-line interface (CLI).
httpss//www.cisco.comvc/en/us/td/docs/security/esa/esal 1-

1/user _guide/b ESA Admin Guide 11 1/b ESA Admin Guide chapter 01110.htmi?bookSearch=true

R & #103
Which two features are applied to either incoming or outgoing mail policies? (Choose two.)

A. outbreak filters

B. application filtering

C. antivirus

D. Indication of Compromise
E. sender reputation filtering

EE: AC

fE R A -

Outbreak filters and antivirus are two features that can be applied to either incoming or outgoing mail policies on Cisco ESA.
Outbreak filters allow Cisco ESA to detect and block messages that contain new or emerging email threats, such as viruses, worms,
phishing, or spam, by using real-time updates from Talos intelligence.



Antivirus allows Cisco ESA to scan messages for known viruses and malware using one or two antivirus engines (Sophos and
McAfee).

References: User Guide for AsyncOS 15.0 for Cisco Secure Email Gateway , page 6-16 and page 7-2.

Reference: httpsy//www.cisco.convc/en/us/td/docs/security/esa/esal 1- 1/user _guide/

b ESA Admin Guide 11 1/b ESA Admin Guide chapter 01001.html
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