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A 270
e Observability: This section of the exam measures skills of a Site Reliability Engineer and focuses on
=x 1 monitoring Kafka clusters. It assesses knowledge of metrics, logging, and alerting tools, including how to

use them to maintain cluster health and performance visibility.

¢ Apache Kafka® Cluster Configuration: This section of the exam measures skills of a Kafka Administrator
=x 2 and includes configuring broker properties, tuning for performance, managing topic-level settings, and
applying best practices for production-grade environments.
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¢ Deployment Architecture: This section of the exam measures skills of a Kafka Administrator and covers
=x 3 different Kafka deployment topologies. It evaluates understanding of high availability, disaster recovery,
multi-data center replication, and the roles of Zookeeper or KRaft in the cluster architecture.

¢ Apache Kafka® Security: This section of the exam measures skills of a Site Reliability Engineer and

focuses on securing Kafka environments. It includes authentication mechanisims such as TLS and SASL,
FH 4 authorization using ACLs, and encrypting data at rest and in transit to ensure secure commumication and
access control.
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EE #54
You have an existing topic t1 that you want to delete because there are no more producers writing to it or consumers reading from it.
What is the recommended way to delete the topic?

A. Delete the log files and their corresponding index files from the leader broker.

B. Delete the offsets for that topic from the consumer offsets topic.

C. Iftopic deletion is enabled on the brokers, delete the topic using Kafka command line tools.
D. The consumer should send a message with a 'mull' key.

e C
AH.

The recommended and safe method to delete a topic is to use the Kafka CLI tool kafka-topics.sh --delete command, provided that
delete.topic.enable=true is set on the brokers.

B2 #55

You are managing a Kafka cluster with five brokers (broker id '0', '1',"2','3','4") and three ZooKeepers. There are 100 topics, five
partitions for each topic, and replication factor three on the cluster. Broker id '0' is currently the Controller, and this broker suddenly
fails.

Which statements are correct? (Choose three.)

A. The number of Controllers should always be equal to the number of brokers alive in the cluster.
B. Kafka uses ZooKeeper's ephemeral node feature to elect a controller.

C. The Controller is responsible for electing Leaders among the partitions and replicas.

D. The Controller uses the epoch number to prevent a split brain scenario.

E. The Controller is responsible for reassigning partitions to the consumers in a Consumer Group.
F. The broker id is used as the epoch number to prevent a split brain scenario.

Y. B,CD

Y.

Kafka relies on ZooKeeper's ephemeral nodes to detect if a broker (controller) goes down and to elect a new controller.
The controller manages partition leadership assignments and handles leader election when a broker fails.

The epoch number ensures coordination and avoids outdated controllers acting on stale data.
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EE #56
A broker in the Kafka cluster is currently acting as the Controller.
‘Which statement is correct?

A. Tt is responsible for sending leader information to all producers.

B. It is given precedence for replication to and from replica followers.
C. It can have topic partitions.

D. All consurrers are allowed to fetch messages only from this server.

HE: C

Y.
The Controller broker is a regular broker that also takes on additional responsibilities for managing cluster metadata, such as leader
elections and partition assignments. It still hosts topic partitions and participates in replication like any other broker.

EE #57
What is the atomic unit of data n Kafka?

A. Offset
B. Message
C. Partition
D. Topic

He: B

Y.
The message (also called a record) is the atomic unit of data in Kafka. It consists of a key, value, and optional headers and
metadata. Messages are written to partitions and read by consumers.

HE #58
You have a Kafka cluster with topics t1 and t2. In the output below, topic t2 shows Partition 1 with a leader "-1".
What is the most likely reason for this?

$ kafka-topics --zookeeper localhost2181 --describe --topic t1
Topic:tl PartitionCount 1 ReplicationFactor 1 Configs:

Topic: t1 Partition: 0 Leader: 0 Replicas: 0 Isr: 0

$ kafka-topics --zookeeper localhost:2181 --describe --topic t2
Topic:t2 PartitionCount 2 ReplicationFactor 1 Configs:

Topic: t2 Partition: 0 Leader: 0 Replicas: 0 Isr: 0

Topic: t2 Partition: 1 Leader: -1 Replicas: 1 Isr:

A. Broker 1 failed.

B. Compression has been enabled on Broker 1.

C. Broker 1 has another partition clashing with the same name.

D. Leader shows "-1" while the log cleaner thread runs on Broker 1.

HE: A

dY:

A Leader of -1 indicates that no broker is currently the leader for that partition. This usually happens when the only replica for that
partition is unavailable, often due to the associated broker (in this case, Broker 1) failing or being offline. Kafka cannot elect a leader
ifno replica is in the in-sync replica (ISR) list, which leads to leader = -1.
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