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NEW QUESTION # 15
Refer to the exhibit. What can you conclude from the log shown in the exhibit?

date=2025 -4 utime :@%:5 1d=0100022700 ,type=event subtype=system level=critical
vd= “root” logdesc= “IPS session scan paudsed’ action= “drop” msg= “IPS session scan,
enter fail open mode”

A. The IPS scan is paused by the IPS diagnostic command with bypass mode option 5.

B. The IPS socket buffer is full and IPS engine needs more memory to create new sessions.
C. The IPS socket buffer is full and IPS engine cannot decode a packet.

D. The IPS session scan is paused and reevaluating the packet because of a dirty flag.

Answer: B

Explanation:

The log message IPS session scan paused, enter fail open mode indicates that the IPS socket buffer is full, meaning the IPS engine
does not have enough memory to process new sessions.

As a result, FortiGate switches to fail-open mode, allowing traffic to pass (or temporarily dropping it) without full IPS scanning.

NEW QUESTION # 16

An administrator needs to analyze and resolve port conflicts between SSL VPN and HTTPS administrative access on the same
mterface.

In which two ways can this be done? (Choose two.)

¢ A Disable SSL VPN if HTTPS administrative access is using port 443 on any interface.
¢ B. Run SSL VPN on one interface using port 443 and enable HTTPS administrative access on a different interface, also using
port 443.

e C. Change the port number for either the SSL VPN service or the HTTPS admmnistrative service if both are on the same
mterface.

e D. Keep port 443 for both SSL VPN and HTTPS administrative access on the same mterface without any problens.
Answer: B,C

Explanation:
You can keep port 443 for SSL VPN on one interface and also use port 443 for HTTPS admin access on a different interface.
Since the services are bound to different interfaces, no conflict occurs.

Ifboth SSL. VPN and HTTPS admin access are required on the same interface, you must change the port number for one of the
services to avoid a port conflict.

NEW QUESTION # 17

Refer to the exhibit. A network administrator is troubleshooting an IPsec tunnel between two FortiGate devices. The administrator
has determined that phase 1 status is up, but phase 2 fails to come up.
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Based on the phase 2 configuration shown in the exhibit, which two configuration changes will bring phase 2 up? (Choose two.)

A. On BRI1-FGT, set Seconds to 43200.

Answer: A,D
Explanation:

B. On HQ-NGFW, enable Diffie- Hellman Group 2.
C. On HQ-NGFW. set Encryption to AES256.
D. On BRI-FGT, set Remote Address to 10.0.11.0/255.255.255.0.

The key lifetime (Seconds) must match on both sides; BR1-FGT is set to 14400, so setting it to

43200 matches HQ-NGFW.

The remote address on BR1-FGT should match the HQ-NGFW's local subnet (10.0.11.0/24), but it is currently set incorrectly as
172.20.1.0/24. Changing it to 10.0.11.0/255.255.255.0 will align the Phase 2 selectors.



NEW QUESTION # 18
Refer to the exhibit. Why did the FortiGate device drop the packet?

Time 2 Message <

Packet Trace #1 ¢E»

vd-root:0 received a packet(proto=1, 10.0.11.50:3—>100.65.0.254:2048)

i tun_id=0.0.0.0 from port4, type=8, code=0, id=3, seq=168.

06:39:29 allocate a new session-00000ec6

06:39:29 in-[port-4], out-{]

06:39:29 len=0

06:39:29 result:skb_flags-02000000, vid-0, ret no-match, act-accept, flag-00000000
06:39-29 find a route: flag=00000000 gw-0.0.0.0 via port2

06:39:29 in[port-4], out-[port-2], skb_flags-02000000, vid-0, app_id: 0, url_cat_id: 0
06:39:29 gnum-100004, use addr/intf hash, len=1

06:39:29 checked gnum-100004 policy-0, ret-matched. act-accept

06:39:29 ret-matched

06:39:29 policy-0 i1s matched, act-drop

06:39:29 after iprope_captive_check(): is_captive-0, ret-matched, act-drop, idx-0
06:39:29 after iprope_captive_check(): is_captive-0, ret-matched, act-drop, idx-0

06:39:29 Denied by for‘r_ld policygﬂﬁE]—

A. It failed the RPF check.
B. It matched the default implicit firewall policy.

C. It matched an explicitly configured firewall policy with the action DENY.
D. It cannot reach the next-hop IP.

Answer: C

Explanation:

The packet trace shows policy-0 is matched, act-drop and Denied by forward policy check (policy

0). This means the packet matched an explicitly configured firewall policy (policy ID 0 in this case) whose action is set to DENY,
and the traffic was dropped accordingly.

NEW QUESTION # 19
What are two features of the NGFW profile-based mode? (Choose two.)

A. NGFW profile-based mode supports applying applications and web filtering profiles in a firewall policy.
B. NGFW profile-based mode can only be applied globally and not on individual VDOMs.

C. NGFW profile-based mode policies support both flow inspection and proxy inspection.

D. NGFW profile-based mode must require the use of central source NAT policy.



Answer: A,C

Explanation:

NGFW (Next Generation Firewall) profile-based mode in FortiGate allows policies to use both flow- based and proxy-based
inspection modes, providing flexibility depending on security and performance requirements. Additionally, profile-based mode
supports applying applications and web filtering profiles directly in a firewall policy, allowing granular control over the traffic.
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