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EAE #925
Which of'the following is a characteristic of a challenge/response authentication process?

A. Transmitting a hash based on the user's password

B. Using a password history blacklist

C. Presenting distorted graphics of text for authentication
D. Requiring the use of non-consecutive numeric characters

X
m

: C

EAE #926
Which of the fallowing statements is MOST accurate regarding information assets?

¢ A Building an information assets register is a resource-intensive job.

¢ B. International Organization for Standardization (ISO) 27001 compliance specifies which information assets must be
included in asset mventory.

e (. Information assets inventory is not required for risk assessment.

e D. S3 Information assets include any information that is valuable to the organization,

He: D

Y.

1S027002, as the supporting standard to ISO27001, in its introduction echos the ISO27000 definition with "information and related
processes, systenms, networks and personnel involved in their operation, handling and protection are assets that, like other important
business assets, are valuable to an organization's business".

AE #927
What is the appropriate role of the security analyst in the application system development or acquisition project?

A. application user

B. control evaluator & consultant
C. data owner

D. policeman

HE: B

Y.

The correct answer is "control evaluator & consultant". During any system development or acquisition, the security staff should
evaluate security controls and advise (or consult) on the strengths and weaknesses with those responsible for making the final
decisions on the project.

The other answers are not correct because:

policeman - It is never a good idea for the security staffto be placed into this type of role

(though it is sometimes unavoidable). During system development or acquisition, there should be no need of anyone filling the role of
policeman.

Data owner - In this case, the data owner would be the person asking for the new system to manage, control, and secure
mformation they are responsible for. While it is possible the security staff could also be the data owner for such a project if they
happen to have responsibility for the information, it is also possible someone else would fill this role.

Therefore, the best answer remains "control evaluator & consultant” application user -

Again, it is possible this could be the security staff; but it could also be many other people or groups. So this is not the best answer.
Reference:

Official ISC2 Guide page: 555 - 560

All'in One Third Edition page: 832 - 846



HAE #928
Which of the following computer design approaches is based on the fact that in earlier technologies, the instruction fetch was the
longest part of the cycle?

A. Pipelining

B. Scalar processors

C. Complex Instruction Set Computers (CISC)
D. Reduced Instruction Set Computers (RISC)

HE: C

MY

Complex Instruction Set Computer (CISC) uses instructions that perform many operations per instruction. It was based on the fact
that in earlier technologies, the instruction fetch was the longest part of the cycle. Therefore, by packing more operations into an
instruction, the number of fetches could be reduced. Pipelining involves overlapping the steps of different instructions to increase the
performance in a computer. Reduced

Instruction Set Computers (RISC) involve simpler instructions that require fewer clock cycles to execute. Scalar processors are
processors that execute one instruction at a time.

Source: KRUTZ, Ronald L. & VINES, Russel D., The CISSP Prep Guide: Mastering the

Ten Domains of Computer Security, John Wiley & Sons, 2001, Chapter 5: Security

Architectures and Models (page 188).

EE #929
Normalizing data within a database could includes all or some of the following except which one?

e A Eliminated Functional dependencies on non-key fields by putting them in a separate table. At this level, all non-key fields
are dependent on the primary key.

¢ B. Elimnating duplicate key fields by putting them into separate tables.

¢ C. Eliminates functional dependencies on a partial key by putting the fields in a separate table from those that are dependent
on the whole key

e D. Eliminate duplicative columns from the same table.

e B

HE:

1. Eliminate duplicative columns from the same table.

2.Eliminates finctional dependencies on a partial key by putting the fields in a separate table from those that are dependent on the
whole key.

3.Eliminated Functional dependencies on non-key fields by putting them in a separate table. At this level, all non-key fields are
dependent on the primary key.

In creating a database, normalization is the process of organizing it into tables in such a way that the results of using the database are
always unambiguous and as intended. Normalization may have the effect of duplicating data within the database and often results in
the creation of additional tables. (While normalization tends to increase the duplication of data, it does not introduce redundancy,
which is unnecessary duplication.) Normalization is typically a refinement process after the nitial exercise of identifying the data
objects that should be in the database, identifying their relationships, and defining the tables required and the columns within each
table.

A simple exanmple of normalizing data might consist of a table showing: Customer Item purchased Purchase price Thomas Shirt $40
Maria Tennis shoes $35 Evelyn Shirt $40 Pajaro Trousers $25

Ifthis table is used for the purpose of keeping track of the price of itens and you want to delete one of the customers, you will also
delete a price. Normalizing the data would mean understanding this and solving the problem by dividing this table into two tables,
one with information about each customer and a product they bought and the second about each product and its price. Making
additions or deletions to either table would not affect the other.

Normalization degrees of relational database tables have been defined and include:

First normal form (1NF). This is the "basic" level of normalization and generally corresponds to the

definition of any database, namely:

It contains two-dimensional tables with rows and columns.

Each column corresponds to a sub-object or an attribute of the object represented by the entire

table.

Each row represents a unique instance of that sub-object or attribute and nust be different in



some way from any other row (that is, no duplicate rows are possible).

All entries in any column must be of the same kind. For example, in the column labeled

"Customer," only customer names or numbers are permitted.

An entity is in First Normal Form (1NF) when all tables are two-dimensional with no repeating

groups.

A row is in first normal form (1NF) if all underlying domains contain atomic values only. 1NF

eliminates repeating groups by putting each into a separate table and connecting them with a one-

to-many relationship. Make a separate table for each set of related attributes and uniquely identify

each record with a primary key.

Eliminate duplicative columns from the same table.

Create separate tables for each group of related data and identify each row with a unique colurmn

or set of columns (the primary key).

Second normal form (2NF). At this level of normalization, each column in a table that is not a

determiner of the contents of another column must itself be a finction of the other columns in the

table. For example, in a table with three colunms containing customer 1D, product sold, and price

of'the product when sold, the price would be a function of the customer ID (entitled to a discount)

and the specific product.

An entity is in Second Normal Form (2NF) when it meets the requirement of being in First Normal

Form (1NF) and additionally:

Does not have a composite primary key. Meaning that the primary key can not be subdivided into

separate logical entities.

All the non-key columns are finctionally dependent on the entire primary key.

A row is in second normal formif; and only if; it is in first normal form and every non-key attribute

is fully dependent on the key.

2NF eliminates functional dependencies on a partial key by putting the fields in a separate table

from those that are dependent on the whole key. An example is resolving many:many

relationships using an intersecting entity

Third normal form (3NF). At the second normal form, modifications are still possible because a change to one row in a table may
affect data that refers to this information from another table. For example, using the customer table just cited, removing a row
describing a customer purchase (because of a return perhaps) will also remove the fact that the product has a certain price. In the
third normal form, these tables would be divided into two tables so that product pricing would be tracked separately. An entity is in
Third Normal Form (3NF) when it meets the requirement of being in Second Normal Form (2NF) and additionally:

Functional dependencies on non-key fields are eliminated by putting them in a separate table. At this level, all non-key fields are
dependent on the primary key. A row is in third normal form if and only if it is in second normal form and if attributes that do not
contribute to a description of the primary key are move into a separate table. An example is creating look-up tables.

Domaivkey normal form (DKNF). A key uniquely identifies each row in a table. A domain is the set of permissible values for an
attribute. By enforcing key and domain restrictions, the database is assured of being freed from modification anomalies. DKNF is the
normalization level that most designers aim to achieve.

References: KRUTZ, Ronald L. & VINES, Russel D., The CISSP Prep Guide: Mastering the Ten Domains of Computer Security,
2001, John Wiley & Sons, Page 47. and http//psoug.org/reference/normalization.html and Tech Target SearcSQLServer at:
httpz//searchsqlserver.techtarget. convdefinition/normalization?vgnextfimt=print
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