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H #22

Your organization is managing secrets using GitHub encrypted secrets, including a secret named SuperSecret. As a developer, you
need to create a version of that secret that contains a different value for use in a workflow that is scoped to a specific repository
named MyRepo. How should you store the secret to access your specific version within your workflow?

A. Create a file with the SuperSecret. information in the .qithub/secrets folder in MyRepo.

B. Create a duplicate entry for SuperSecret in the encrypted secret store and specify MyRepo as the scope.
C. Create MyRepo_SuperSecret in GitHub encrypted secrets to specify the scope to MyRepo.

D. Create and access SuperSecret from the secrets store in MyRepo.

EM: C
R

To scope a secret to a specific repository, you can create a new secret with a name like MyRepo SuperSecret in the secrets section
of the MyRepo repository's settings. This ensures that the secret is specific to that repository and can be used within its workflows.


https://drive.google.com/open?id=1xXCWkdjVfhsTtxyoj5fjzKbTMlqSOcQs
https://www.mogiexam.com/GH-200-exam.html
https://www.passtest.jp/GH-200-mondaishuu.html
https://www.japancert.com/GH-200.html
https://www.xhs1991.com/GH-200.html
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As a developer, you need to use GitHub Actions to deploy a microservice that requires runtime access to a secure token. This token
is used by a variety of other microservices managed by different teans in different repos. To minimize management overhead and
ensure the token is secure, which mechanisims should you use to store and access the token? (Choose two.)

¢ A Store the token as a GitHub encrypted secret in the same repo as the code. During deployment, use GitHub Actions to
store the secret in an environment variable that can be accessed at runtime.

¢ B. Store the token as an organizational-level encrypted secret in GitHub. During deployment, use GitHub Actions to store the
secret in an environment variable that can be accessed at runtime.

¢ (. Use a corporate non-GitHub secret store (e.g., HashiCorp Vault) to store the token. During deployment, use GitHub
Actions to store the secret in an environment variable that can be accessed at runtime.

¢ D. Store the token in a configuration file in a private repository. Use GitHub Actions to deploy the configuration file to the
runtime environment.

¢ E. Store the token as a GitHub encrypted secret in the same repo as the code. Create a reusable custom GitHub Action to
access the token by the microservice at runtime.

Eﬁ: B\ C

A -

Using a corporate secret store like HashiCorp Vault provides a secure, centralized location for sensitive information. GitHub Actions
can then retrieve and store the token securely during deployment by setting it as an environment variable, ensuring the token remains
secure and accessible at runtime.

Storing the token as an organizational-level encrypted secret in GitHub ensures it is accessible across multiple repositories,
minimizing management overhead. GitHub Actions can then use this secret during deployment by setting it as an environment
variable, allowing the microservice to access it securely at runtime.

H #24
Which action type should be used to bundle a series of run steps into a reusable custom action?

A. JavaScript action
B. Docker container action
C. Bash script action
D. Conposite action

Ef#: D
fBE:

Reusable workflows versus composite actions

Reusable workflows and composite actions both help you avoid duplicating workflow content.

Whereas reusable workflows allow you to reuse an entire workflow, with multiple jobs and steps, composite actions combine
multiple steps that you can then run within a job step, just like any other action.

A composite action allows you to bundle multiple steps into a single reusable action within a workflow. It is composed of muiltiple
run steps or other actions and can be reused across workflows, making it the perfect choice for bundling a series of steps.
Reference:

https://docs.github.com/envactions/concepts/workflows-and-actions/reusable-workflows

B #25
As a DevOps engineer, you are developing workflows to build an application. You have a requirement to create the build targeting

multiple node versions. Which code block should you use to define the workflow?



Jobs? = Microsoft
build-app:
matrix:
strategy:
node-ver: [1@, (22, "14]
steps:
- uses;“attions/setup-node@v3
with:
- node-version: ${{ matrix.node-ver }}
jobs:
i A o
.Dmﬁfié}:dt’gr [19065\' 14]
steps:
. :i::\:aﬁmns.'setup node@v3
e B node-version: ${{ matrix.node-ver }}

jobs:
build-app:
strategy:
matrix:
node-ver: [10,.12, 14]
steps:

E]hﬂiClq?§§jf1£t1on5!setup-node@v3
W :

node-version: ${{ strategy.node-ver }}

Jobe: EEMicrosoft

build-
matrix-strategy: “\
node-ver: [1le, 12, 14é(‘\_o
steps:
- uses: \e&@gsetup node@v3
with:
b node-version: ${{ matrix-strategy.node-ver }}
o .
Ef#: B
fE 2

Use keywords strategy and matrix in that order.

Last line should be node-version: ${{ matrix.node-ver} }

Reference:
https/docs.github.com/en/actions/how-tos/write-workflows/choose-what-workflows-do/run-job- variations



HR #26
As a DevOps engineer, you are developing a container action. You need to execute a cleanup script after completing the main script

execution. Which code block should be used to define the cleanup script?

uns:
using: 'dogkér'

image: 'Dockerfile?
entrypoint: 'main.sh'
post: W eleanup.sh'

o A
runs:
using: 'docker'
image: 'Dockerfile'
entrypoint: 'maifi sk
post=if: 'cleanup.sh'

runs: .
using: ‘docker’

image: "DockefFfile"
entrypoimti™~main.sh'
post—entrypnint: ‘cleanup.sh'

runs.:

using: 'docker®
image: 'Dockerfile’
entrypoint: 'main.sh'
after: 'cdegnup.sh'

R«
The correct syntax for specifying a cleanup script to be run after the main entry point is executed in a Docker-based GitHub Action
is to use the post key. This ensures that cleanup.sh runs after the main script (main.sh) has completed.

B #27
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