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B #95
Which of'the following is contained in the System Domain of the Postgres database?

¢ A Saved queries for applications

e B. Trusted GUI clients

¢ C. Configuration data of log servers

e D. User modified configurations such as network objects

Ef#: B

fERL:

The System Domain of the Postgres database is a special domain that contains the configuration data of the Security Management
Server and the Log Servers. It includes information such as the trusted GUI clients, the administrators, the licenses, the global
properties, and the audit logs. The System Domain is not accessible by the user and can only be modified by the Check Point
processes. The user modified configurations, such as network objects, policies, and rules, are stored in the User Domain of the
Postgres database. The saved queries for applications are stored in the Application Domain of the Postgres database.

B #96
Which of'the following file is commonly associated with troubleshooting crashes on a system such as the Security Gateway?

A. CPMIL dump

B. tepdump
C. fw monitor
D. core dunmp

IEfE: D

HH #97
In Check Point's Packet Processing Infrastructure, what is the role of Observers?

e A. They store Rule Base matching state related information

e B. Observers attach object IDs to traffic

e C. Observers decide whether or not to publish a CLOB to the Security Policy

e D. Observers monitor the state of Check Point gateways and report it to the security manager

IEf: C
AR
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Observer - The Observer decides if enough information is known to publish a CLOB*to ¢lie'security policy. CLOBs are observed in the
context of their transaction and the connection that the transaction belongs to. The Observer may request more CLOBs for a dedicated
packet from the Classifier or decides that it has sufficient information"about the packet to execute the rule base on the CLOB, e.g. if a file
type is needed for Content Awareness and the gateway hasn't yet received the S2C response containing the file. Executing the rule base
ona CLOB is called “publishina.a CL OB, The Obsgtver may wait to receive more CLOBs that belong to the same transaction before

publishing the CLOBS. e
ARE

HM #98

An admmistrator receives reports about issues with log indexing and text searching regarding an existing Management Server. In
trying to find a solution she wants to check if the process responsible for this feature is running correctly. What is true about the
related process?

A. cpd needs to be restarted manual to show in the list

B. fwssd crashes can affect therefore not show in the list

C. fwmmanages this database after mitialization of the ICA
D. solr is a child process of cpm

EfE: D

R -

The process responsible for log indexing and text searching is solr, which is a child process of cpm. The solr process is responsible
for indexing the logs and providing the search engine for Smartl.og and SmartConsole. The solr process is started by the cpm
process and can be monitored by the command cpwd _admin list. The solr process uses the PostgreSQL database to store the
indexed data and the Lucene library to perform the text search. The solr process can be affected by various factors, such as the size
and number of log files, the hardware resources, the network connectivity, and the configuration settings. If the solr process is not
running correctly, the administrator may experience issues with log indexing and text searching, such as slow performance, missing
logs, or incorrect resullts.

B #99
Troubleshooting issues with Mobile Access requires the following:

A.'ma_vpnd' process on Security Gateway

B. Standard VPN debugs, packet captures and debugs of cvpnd1 process on Security Gateway

C. Debug logs of FWD captured with the command - '"fw debug fwd on TDERROR MOBILE ACCESS=5'

D. Standard VPN debugs and packet captures on Security Gateway, debugs of 'cvpnd' process on Security Management
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