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Answer:

Explanation:

NEW QUESTION # 74 
Refer to the exhibit.
An HR department submitted a ticket to the IT helpdesk indicating slow performance on an internal share server. The helpdesk
engineer checked the server with a real-time monitoring tool and did not notice anything suspicious. After checking the event logs,
the engineer noticed an event that occurred 48 hours prior. Which two indicators of compromise should be determined from this
information? (Choose two.)

A. malware outbreak
B. compromised root access
C. denial of service attack
D. unauthorized system modification
E. privilege escalation

Answer: A,D

Explanation:
According to the event log, a suspicious service was installed (DIAOHHNMPMMRgji) with a service file pointing to a remote share
(\\127.0.0.1\admin$\EqnBqKWm.exe). This type of activity strongly suggests:
* A. Unauthorized system modification: Installation of a service without proper authorization, especially with a random or obfuscated
name, directly fits the description of system modification. The use of admin$ (administrative share) further implies this wasn't part of
standard operations.
* E. Malware outbreak: The use of a service that points to an executable with a seemingly random name and the demand start
configuration indicate a potential backdoor or remote-controlled malware. As stated in the Cisco CyberOps Associate guide, event
ID 7045 with unusual service names or file paths is a strongIndicator of Compromise (IoC)for malware or persistence mechanisms.
Options like privilege escalation or DoS are not directly evidenced in the event log shown. There's no indication that the
LocalSystem account was elevated beyond its default, nor that system resources were overwhelmed (as would be typical in DoS).

NEW QUESTION # 75 
An investigator notices that GRE packets are going undetected over the public network. What is occurring?

A. tunneling
B. decryption
C. encryption
D. steganography

Answer: A

Explanation:
Generic Routing Encapsulation (GRE) is a tunneling protocol used to encapsulate a wide variety of network layer protocols inside
point-to-point connections. If packets encapsulated with GRE are bypassing monitoring tools, it's likely due to tunneling-where
payloads are hidden within another protocol. Tunneling can obscure malicious content or lateral movement in a network and is a
common method used in data exfiltration.
Reference:CyberOps Technologies (CBRFIR) 300-215 study guide, Chapter on Network Protocols and Evasion Techniques.
-

NEW QUESTION # 76 
A security team receives reports of multiple files causing suspicious activity on users' workstations. The file attempted to access
highly confidential information in a centralized file server. Which two actions should be taken by a security analyst to evaluate the file
in a sandbox? (Choose two.)

A. Inspect PE header.
B. Inspect file hash.
C. Inspect registry entries



D. Inspect processes.
E. Inspect file type.

Answer: B,D

Explanation:
Explanation/Reference: https://medium.com/@Flying_glasses/top-5-ways-to-detect-malicious-file-manually- d02744f7c43a

NEW QUESTION # 77 
A security team needs to prevent a remote code execution vulnerability. The vulnerability can be exploited only by sending '${ string
in the HTTP request. WAF rule is blocking '${', but system engineers detect that attackers are executing commands on the host
anyway. Which action should the security team recommend?

A. Block incoming web traffic.
B. Add two WAF rules to block 'S' and '{' characters separately.
C. Deploy antimalware solution.
D. Enable URL decoding on WAF.

Answer: D

Explanation:
When Web Application Firewalls (WAFs) are configured to block specific patterns (like${), attackers may bypass this using URL
encoding (e.g.,%24%7B). In such cases, the WAF must decode these patterns before applying matching rules. EnablingURL
decodingensures the WAF recognizes encoded payloads and applies protections appropriately. This is a recommended hardening
strategy against bypass techniques for command injection and remote code execution.
Reference: Cisco CyberOps v1.2 Guide, Chapter on WAFs and Input Validation Techniques.
-

NEW QUESTION # 78
......
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