B 30 12 3 B B APM G-International ISO-IEC-27001-
Foundationi&E {5 B 2 HAPMG-International 32 & 553
B O M T 52 1 3k

ISO/IEC
27001

APMG

International

P.S. VCESoftfE Google Drive 4> 2 T % & . &1 IISO-IEC-27001-Foundation™s 3 78
JE: https//drive. google.com/open?id=1opiwlngaz4Je4IABGS 1fKNalkRqBPqo6

EAEBEPRMABEFBEERBERANGRME, BEEREANAMHE. TEPIREASEZHAGRANEE, &
B E R TFIRIBEAL, BRFEFHK. —RERE, URRM—EERA—FEGENITHE, B, RIME
B )EBITRE, — 35— B EIEEE, VCESoft APMG-Internationalf11ISO-IEC-27001-Foundation% &% 58 25 I 48 72
FE R 20T DLE Bh B R 7 (8 B A BRI & 2%, T HEZREBUOR, SREREBITALIETE T, BEVCESoft
APMG-Internationalf$ ISO-IEC-27001-Foundation® X 35 3 & 6, B R e,

APMG-International ISO-IEC-27001-Foundation 3% &% X 44 :

E | LLEL

Continuous Improvement Process (CI, CIP): A continuous or continual improvement process (CIP or CI)
T | mvolves ongoing, systematic efforts to enhance products, services, or operational processes to achieve

higher efficiency and effectiveness over time.

Compliance: Regulatory compliance refers to an organization’s commitment to understanding and adhering
FE2 to applicable laws, policies, and regulations to operate within established legal and ethical standards.

Security Breaches: Security breaches occur when unauthorized access or violations of security protocols
FE3 are detected or imminent, potentially compromising data or system integrity.

Framework Design: Framework design is the process of developing a reusable structural foundation that
FE 4 supports and guides the creation and organization of software systems.

Risk Management: Risk management is the systematic process of identifying, evaluating, and implementing
FES strategies to reduce or control the impact of potential uncertainties on organizational goals.
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P& #57
Which of the following best describes a security control?

e A. A nmeasure that modifies risk
e B. A type of cyberattack

e C. A weakness in an asset

e D. A legal requirement

BE: A

fE RSB -
A security control is any measure that modifies risk by preventing, detecting, correcting, or reducing the impact of security incidents.
Controls may be administrative, physical, or technical, depending on the organization's needs.

78 #58

Which action is a required response to an identified residual risk?

A. Top management shall delegate its treatment to risk owners

B. The organization shall change practices to avoid the risk occurring

C. By default, it shall be controlled by information security awareness and training
D. It shall be reviewed by the risk owner to consider acceptance

EX: D

it REES B -

Clause 6.1.3 (e) specifies:

"The organization shall obtain risk owners' approval of the information security risk treatment plan and acceptance of the residual
information security risks." This confirms that residual risks - those remaining after risk treatment - must be reviewed and formally
accepted by the designated risk owner. Option A is incorrect; awareness training is not a default control for all residual risks. Option
B misrepresents leadership responsibility; top management ensures processes exist, but risk ownersformally approve residual risk.
Option D (avoiding risk) is a treatment option, not the mandated requirement for residual risks.

Thus, the required response isC: Review and acceptance by the risk owner.

i /8 #59
Which information is required to be included in the Statement of Applicability?

A. The criteria against which risk will be evaluated

B. The justification for including each information security control
C. The scope and boundaries of the ISMS

D. The risk assessment approach of the organization

ZX: B
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Clause 6.1.3 (d) requires that the organization'produce a Statement of Applicability that contains the necessary controls (see Annex
A), and justification for inclusions, whether they are implemented or not, and the justification for exclusions." This is the defining
requirement of the SoA: it documents which Annex A controls are relevant, which are implemented, and the justification for
inclusion/exclusion. While the ISMS scope (A) is documented in Clause 4.3, and risk evaluation criteria (C) are defined in Clause
6.1.2, these do not belong in the SoA. The SoA does not describe the full risk assessment approach (B); that is part of the risk
assessment methodology.

Therefore, the mandatory requirement for the SoA isjustification for including (or excluding) each information security control.

il /8 #60
Which attribute is NOT a required focus of continual ISMS improvement?

A. Importance
B. Adequacy
C. Suitability
D. Effectiveness

ER: A

f A -

Clause 10.2 (Continual Improvement) specifies that the organization must'continually improve the suitability, adequacy and
effectiveness of the information security management system." This makes it clear that three attributes are explicitly required to be
addressed:

* Suitability: ensuring the ISMS continues to meet organizational needs in changing contexts.

* Adequacy: ensuring the ISMS covers the necessary scope and provides sufficient control coverage.

* Effectiveness: ensuring the ISMS achieves intended outcomes in protecting information security.

The word"importance'is not part of the continual improvement requirement. Importance is implicit in prioritization of risks and
actions, but it is not a required continual improvement attribute in ISO/IEC 27001.

Therefore, optionD: Importanceis the correct choice as it is not specified.

This distinction reinforces that continual improvement is not about subjective importance, but about systematic enhancement of the
ISMS'ssuitability, adequacy, and effectiveness.

R #61
Which statement describes a requirement for information security objectives?

A. They shall all be measurable

B. They shall be contractually transferred to third parties

C. They shall be consistent with the information security policy
D. They shall be reviewed at least annually

ER: C

SRR

Clause 6.2 (Information security objectives) requires that objectives:
"be consistent with the information security policy”

"be measurable (if practicable)”

"take into account applicable information security requirements"

"be monitored, communicated, and updated as appropriate."
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