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Cisco Implementing and Operating Cisco Security Core Technologies Sample
Questions (Q578-Q583):
NEW QUESTION # 578 
What is a benefit of flexible NetFlow records?

A. They are used for accounting
B. They have customized traffic identification
C. They are used for security
D. They monitor a packet from Layer 2 to Layer 5

Answer: B

Explanation:
https://confluence.netvizura.com/display/NVUG/Traditional+vs.+Flexible+NetFlow

NEW QUESTION # 579 
What does endpoint isolation in Cisco AMP for Endpoints security protect from?

A. a malware spreading across the LDAP or Active Directory domain from a user account
B. an infection spreading across the LDAP or Active Directory domain from a user account
C. an infection spreading across the network E
D. a malware spreading across the user device

Answer: B

Explanation:
https://community.cisco.com/t5/endpoint-security/amp-endpoint-isolation/td-p/4086674#:~:text=Isolating%20an

NEW QUESTION # 580 
Under which two circumstances is a CoA issued? (Choose two)

A. An endpoint is profiled for the first time.
B. A new authentication rule was added to the policy on the Policy Service node.
C. An endpoint is deleted on the Identity Service Engine server.
D. A new Identity Service Engine server is added to the deployment with the Administration persona
E. A new Identity Source Sequence is created and referenced in the authentication policy.

Answer: A,C

Explanation:
ExplanationThe profiling service issues the change of authorization in the following cases:- Endpoint deleted-When an endpoint is
deleted from the Endpoints page and the endpoint is disconnectedor removed from the network.An exception action is configured-If
you have an exception action configured per profile that leads to anunusual or an unacceptable event from that endpoint. The
profiling service moves the endpoint to thecorresponding static profile by issuing a CoA.- An endpoint is profiled for the first time-
When an endpoint is not statically assigned and profiled for the first time; for example, the profile changes from an unknown to a
known profile.+ An endpoint identity group has changed-When an endpoint is added or removed from an endpoint identity group
that is used by an authorization policy.The profiling service issues a CoA when there is any change in an endpoint identity group, and
the endpoint identity group is used in the authorization policy for the following:
Reference:
https://www.cisco.com/c/en/us/td/docs/security/ise/2-1/admin_guide/b_ise_admin_guide_21/b_ise_admin_guide

NEW QUESTION # 581 
Which two protocols must be configured to authenticate end users to the Web Security Appliance? (Choose two.)



A. Kerberos
B. NTLMSSP
C. CHAP
D. RADIUS
E. TACACS+

Answer: A,B

NEW QUESTION # 582 
An engineer is adding a Cisco DUO solution to the current TACACS+ deployment using Cisco ISE. The engineer wants to
authenticate users using their account when they log into network devices. Which action accomplishes this task?

A. Configure Cisco DUO with the external Active Directory connector and tie it to the policy set within Cisco ISE.
B. Install and configure the Cisco DUO Authentication Proxy and configure the identity source sequence within Cisco ISE
C. Modify the current policy with the condition MFASourceSequence DUO=true in the authorization conditions within Cisco
ISE
D. Create an identity policy within Cisco ISE to send all authentication requests to Cisco DUO.

Answer: D

NEW QUESTION # 583
......
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