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A security analyst detects an application sending large volumes of encoded traffic to a remote server over an uncommon port. The
analyst suspects data exfiltration. What should be done next?
Response:

A. Investigate the encoding scheme used in the traffic
B. Terminate all active network sessions

C. Assunre the traffic is normal and ignore it

D. Immediately block the port on the firewall

EfE: A

B #38
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‘Which of the following encoding methods is most commonly used to represent binary data in text format?
Response:

A. Base64
B. XOR

C. Blowfish
D. SHA-256

F
=

: A

HM #39

An organization notices an increase in wireless network congestion and connectivity issues. What steps should be taken to identify
potential sources of interference?

Response:

A. Disable WPA2 encryption

B. Implement VLAN segmentation

C. Increase the power of the access points

D. Conduct a site survey to identify interference sources

H
R

: D

H #40
What is the primary purpose of cryptographic salt in password hashing?
Response:

A. To replace the original password with a hash value

B. To add randommness to password hashes, preventing precomputed attacks
C. To encrypt passwords using asymmmetric encryption

D. To shorten the length of the hash for storage efficiency

IEf#: B

A #41
Which log format is commonly used in UNIX/Linux environments?
Response:

A. Syslog

B. NetFlow

C. Windows Event Log
D. JSON

IEf#: A
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