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Cisco Understanding Cisco Cybersecurity Operations Fundamentals Sample
Questions (Q58-Q63):

NEW QUESTION # 58
Which statement describes patch management?

A. workflow of distributing mitigations of newly found vulnerabilities

B. managing and keeping previous patches lists documented for audit purposes
C. scanning servers and workstations for missing patches and vulnerabilities

D. process of appropriate distribution of system or software updates

Answer: D

Explanation:

Patch management is the process of distributing and managing updates to software and systens. These updates can include patches
for security vulnerabilities, bug fixes, and enhancements to improve performance or add new features. It ensures that systens are up-
to-date, secure, and performing optimally. References :
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NEW QUESTION # 59
Drag and drop the data source from the left onto the data type on the right.

Answer:

Explanation:

NEW QUESTION # 60
Refer to the exhibit.

Which alert is identified from this packet capture?

A. brute-force attack

B. man-in-the-middle attack
C. ARP poisoning

D. SQL mjection

Answer: A

Explanation:

The screenshot shows muiltiple POP requests with the command PASS, which is typically used for password entry. The rapid
succession and variation of these requests suggest an attempt to guess the password, characteristic of a brute-force attack.
Remember, always verify with additional data or context when possible, as packet captures can contain vast amounts of information
and may require thorough analysis for accurate interpretation.

NEW QUESTION # 61

An engineer needs to configure network systens to detect command and control communications by decrypting ingress and egress
perimeter traffic and allowing network security devices to detect malicious outbound commumications. Which technology should be
used to accomplish the task?

A. digtal certificates
B. static IP addresses
C. signatures

D. cipher suite

Answer: D

NEW QUESTION # 62
How does an attack surface differ from an attack vector?

¢ A. Anattack vector matches components that can be exploited, and an attack surface classifies the potential path for
exploitation

¢ B. Anattack vector recognizes the potential outcomes of an attack, and the attack surface is choosing a method of an attack.

e (. Anattack surface identifies vulnerable parts for an attack, and an attack vector specifies which attacks are feasible to
those parts.

e D. Anattack surface mitigates external vulnerabilities, and an attack vector identifies mitigation techniques and possible
workarounds.

Answer: C

Explanation:

An attack surface is the sum of all the points where an attacker can try to enter or extract data firom an environment. It includes all
the hardware, software, network, and human components that are exposed to potential threats. An attack vector is the path or
means by which an attacker can exploit a vulnerability in the attack surface. It describes the type, source, and technique of an attack,
such as phishing, malware, denial-of-service, etc. References = Understanding Cisco Cybersecurity Operations Fundamentals
(CBROPS) v1.0, Module 1: Security Concepts, Lesson 1.1: The CIA Triad and Security Concepts, Topic 1.1.3: Threats,
Vulnerabilities, and Exploits



NEW QUESTION # 63
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