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CompTIA Cybersecurity Analyst (CySA+) Certification Exam Sample
Questions (Q191-Q196):
NEW QUESTION # 191 
A small business does not have enough staff in the accounting department to segregate duties. The controller writes the checks for
the business and reconciles them against the ledger. To ensure there is no fraud occurring, the business conducts quarterly reviews in
which a different officer in the business compares all the cleared checks against the ledger. Which of the following BEST describes
this type of control?

A. Compensating
B. Deterrent
C. Detective
D. Preventive

Answer: A

Explanation:
A compensating control, also called an alternative control, is a mechanism that is put in place to satisfy the requirement for a security
measure that is deemed too difficult or impractical to implement at the present time.
"Compensating controls are additional security measures that you take to address a vulnerability without remediating the underlying
issue." A compensating control is a control that reduces the risk of an existing or potential control weakness2 In this case, the lack of
segregation of duties in the accounting department is a control weakness that increases the risk of fraud or error. The quarterly
reviews by a different officer are a compensating control that reduces this risk by providing an independent verification of the
transactions recorded by the controller.

NEW QUESTION # 192 
A security analyst was alerted to a tile integrity monitoring event based on a change to the vhost-paymonts .conf file The output of
the diff command against the known-good backup reads as follows
Which of the following MOST likely occurred?

A. The file was altered to accept payments without charging the cards
B. The file was altered to avoid logging credit card information
C. The file was altered to harvest credit card numbers
D. The file was altered to verify the card numbers are valid.

Answer: A

NEW QUESTION # 193 
A security analyst is handling an incident in which ransomware has encrypted the disks of several company workstations. Which of
the following would work BEST to prevent this type of Incident in the future?

A. Establish a ransomware awareness program and implement secure and verifiable backups.
B. Implement a UTM instead of a stateful firewall and enable gateway antivirus.
C. Virtualize all the endpoints with dairy snapshots of the virtual machines.
D. Back up the workstations to facilitate recovery and create a gold Image.

Answer: B

NEW QUESTION # 194 
A development team signed a contract that requires access to an on-premises physical server. Access must be restricted to
authorized users only and cannot be connected to the Internet.
Which of the following solutions would meet this requirement?

A. Air gap the server.
B. Virtualize the server.
C. Establish a hosted SSO.
D. Implement a CASB.



Answer: C

NEW QUESTION # 195 
A security analyst notices the following proxy log entries:
Which of the following is the user attempting to do based on the log entries?

A. Relay email.
B. Exfiltrate data.
C. Scan the network.
D. Use a DoS attack on external hosts.

Answer: C

Explanation:
Scanning the network is what the user is attempting to do based on the log entries. The log entries show that the user is sending ping
requests to various IP addresses on different ports using a proxy server. Ping requests are a common network diagnostic tool that
can be used to test network connectivity and latency by sending packets of data and measuring their response time. However, ping
requests can also be used by attackers to scan the network and discover active hosts, open ports, or potential vulnerabilities .

NEW QUESTION # 196
......
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