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CompTIA CAS-005 Exam Syllabus Topics:

Topic Details

Topic 1
Security Architecture: This domain focuses on analyzing requirements to design resilient systems, including
the configuration of firewalls and intrusion detection systems.

Topic 2

Governance, Risk, and Compliance: This section of the exam measures the skills of CompTIA security
architects that cover the implementation of governance components based on organizational security
requirements, including developing policies, procedures, and standards. Candidates will learn about
managing security programs, including awareness training on phishing and social engineering.

Topic 3

Security Engineering: This section measures the skills of CompTIA security architects that involve
troubleshooting common issues related to identity and access management (IAM) components within an
enterprise environment. Candidates will analyze requirements to enhance endpoint and server security while
implementing hardware security technologies. This domain also emphasizes the importance of advanced
cryptographic concepts in securing systems.

Topic 4

Security Operations: This domain is designed for CompTIA security architects and covers analyzing data
to support monitoring and response activities, as well as assessing vulnerabilities and recommending
solutions to reduce attack surfaces. Candidates will apply threat-hunting techniques and utilize threat
intelligence concepts to enhance operational security.

CompTIA SecurityX Certification Exam Sample Questions (Q266-Q271):
NEW QUESTION # 266 
An organization is planning for disaster recovery and continuity of operations.
INSTRUCTIONS
Review the following scenarios and instructions. Match each relevant finding to the affected host.
After associating scenario 3 with the appropriate host(s), click the host to select the appropriate corrective action for that finding.
Each finding may be used more than once.
If at any time you would like to bring back the initial state of the simul-ation, please click the Reset All button.

Answer:

Explanation:
Explanation:
A computer screen shot of a diagram Description automatically generated
A screenshot of a computer error Description automatically generated

NEW QUESTION # 267 
Within a SCADA a business needs access to the historian server in order together metric about the functionality of the environment.
Which of the following actions should be taken to address this requirement?

A. Adding the business workstations to the SCADA domain
B. Isolating the historian server for connections only from The SCADA environment
C. Publishing the C$ share from SCADA to the enterprise
D. Deploying a screened subnet between 11 and SCADA

Answer: B

Explanation:
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The best action to address the requirement of accessing the historian server within a SCADA system is to isolate the historian server
for connections only from the SCADA environment.
Security and Isolation: Isolating the historian server ensures that only authorized devices within the SCADA environment can connect
to it. This minimizes the attack surface and protects sensitive data from unauthorized access.
Access Control: By restricting access to the historian server to only SCADA devices, the organization can better control and
monitor interactions, ensuring that only legitimate queries and data retrievals occur.
Best Practices for Critical Infrastructure: Following the principle of least privilege, isolating critical components like the historian
server is a standard practice in securing SCADA systems, reducing the risk of cyberattacks.

NEW QUESTION # 268 
A security operation analyst is reviewing the following log entries for suspicious activity:
Which of the following should the analyst do first?

A. Disable the guest account on the host 192.168.12.4.
B. Search OSINT on the external IP 104.18.16.29.
C. Review host 192.168.12.56 for malicious software.
D. Perform a vulnerability scan on server 192.168.12.4.

Answer: C

NEW QUESTION # 269 
An analyst reviews a SIEM and generates the following report:
OnlyHOST002is authorized for internet traffic. Which of the following statements is accurate?

A. The VM002 host is misconfigured and needs to be revised by the network team.
B. The network connection activity is unusual, and a network infection is highly possible.
C. The HOST002 host is under attack, and a security incident should be declared.
D. The SIEM platform is reporting multiple false positives on the alerts.

Answer: B

Explanation:
Understanding the Security Event:
HOST002 is the only device authorized for internet traffic. However, theSIEM logs show that VM002 is making network
connections to web.corp.local.
This indicatesunauthorized access, which could bea sign of lateral movement or network infection.
This is ared flagfor potential malware, unauthorized software, or a compromised host.
Why Option D is Correct:
Unusual network traffic patternsare often an indicator of acompromised system.
VM002 should not be communicating externally, but it is.
This suggests a possiblebreach or malware infectionattempting to communicate with a command-and-control (C2) server.
Why Other Options Are Incorrect:
A (Misconfiguration):While a misconfiguration could explain the unauthorized connections, the pattern of activity suggests something
more malicious.
B (Security incident on HOST002):The issue is not with HOST002. The suspicious activity isfrom VM002.
C (False positives):The repeated pattern of unauthorized connections makes false positivesunlikely.
Reference:
CompTIASecurityX CAS-005 Official Study Guide:Chapter on SIEM & Incident Analysis MITRE ATT&CK Tactics:Lateral
Movement & Network-based Attacks NIST 800-94:Guidelines for Network Intrusion Detection and Analysis

NEW QUESTION # 270 
During a gap assessment, an organization notes that OYOD usage is a significant risk. The organization implemented administrative
policies prohibiting BYOD usage However, the organization has not implemented technical controls to prevent the unauthorized use
of BYOD assets when accessing the organization's resources. Which of the following solutions should the organization implement to
best reduce the risk of OYOD devices? (Select two).

A. Conditional access, to enforce user-to-device binding



B. DLP, to enforce data protection capabilities
C. SD-WAN. to enforce web content filtering through external proxies
D. PAM. to enforce local password policies
E. Cloud 1AM to enforce the use of token based MFA
F. NAC, to enforce device configuration requirements

Answer: A,F

Explanation:
To reduce the risk of unauthorized BYOD (Bring Your Own Device) usage, the organization should implement Conditional Access
and Network Access Control (NAC).
Why Conditional Access and NAC?
* Conditional Access:
* User-to-Device Binding: Conditional access policies can enforce that only registered and compliant devices are allowed to access
corporate resources.
* Context-Aware Security: Enforces access controls based on the context of the access attempt, such as user identity, device
compliance, location, and more.
* Network Access Control (NAC):
* Device Configuration Requirements: NAC ensures that only devices meeting specific security configurations are allowed to
connect to the network.
* Access Control: Provides granular control over network access, ensuring that BYOD devices comply with security policies before
gaining access.
Other options, while useful, do not address the specific need to control and secure BYOD devices effectively:
* A. Cloud IAM to enforce token-based MFA: Enhances authentication security but does not control device compliance.
* D. PAM to enforce local password policies: Focuses on privileged account management, not BYOD control.
* E. SD-WAN to enforce web content filtering: Enhances network performance and security but does not enforce BYOD device
compliance.
* F. DLP to enforce data protection capabilities: Protects data but does not control BYOD device access and compliance.
References:
* CompTIA SecurityX Study Guide
* "Conditional Access Policies," Microsoft Documentation
* "Network Access Control (NAC)," Cisco Documentation

NEW QUESTION # 271
......

Do you have tried the CAS-005 online test engine? Here we will recommend the CAS-005 online test engine offered by
TopExamCollection for all of you. Firstly, CAS-005 online training can simulate the actual test environment and bring you to the
mirror scene, which let you have a good knowledge of the actual test situation. Secondly, the CAS-005 online practice allows self-
assessment, which can bring you some different experience during the preparation. You can adjust your CAS-005 study plan
according to the test result after each practice test.
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