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¢ Al Technologies and Controls: This section of the exam measures the expertise of Al Security Architects
and assesses knowledge in designing secure Al architecture and controls. It addresses privacy, ethical, and

bEY 71 trust concerns, data management controls, monitoring mechanisis, and security control implementation
tailored to Al systemns.

¢ Al Governance and Program Management: This section of the exam measures the abilities of Al Security

Governance Professionals and focuses on advising stakeholders in implementing Al security through
hEY 72 governance frameworks, policy creation, data lifecycle management, program development, and incident
response protocols.

e Al Risk Management: This section of the exam measures the skills of Al Risk Managers and covers
FEY 23 assessing enterprise threats, vulnerabilities, and supply chain risk associated with Al adoption, including
risk treatment plans and vendor oversight.
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ISACA Advanced in Al Security Management (AAISM) Exam 328 € AAISM
A5 (Q100-Q105):

R #100
A model producing contradictory outputs based on highly similar mputs MOST likely indicates the presence of.

A. Membership inference
B. Evasion attacks

C. Poisoning attacks

D. Model exfiltration

Ef@E: B

AR :

The AAISM study framework describes evasion attacks as attempts to manipulate or probe a trained model during inference by
using crafted inputs that appear normal but cause the system to generate inconsistent or erroneous outputs. Contradictory results
from nearly identical queries are a typical symptom of evasion, as the attacker is probing decision boundaries to find weaknesses.
Poisoning attacks occur during training, not inference, while membership inference relates to exposing whether data was part of the
training set, and model exfiltration nvolves extracting proprietary parameters or architecture. The clearest indication of contradictory
outputs from similar queries therefore aligns directly with the definition of evasion attacks in AAISM materials.

References:

AAISM Study Guide - Al Technologies and Controls (Adversarial Machine Learming and Attack Types) ISACA Al Security
Management - Inference-time Attack Scenarios

M #101
Which of the following involves documenting and monitoring the complete journey of data as it flows through an Al system?

A. Processing

B. Origin

C. Lineage

D. Transformation

EfE: C
fEE -

Data lineage records and monitors the end-to-end journey of data-sources, movements, transformations, storage locations, uses,
and dependencies-providing traceability, auditability, and accountability across the Al lifecycle. "Origin" is a single point
(provenance), "transformation” is one step within the flow, and

"processing” is a general activity rather than a governance record of the entire path.

References: Al Security Management (AAISM) Body of Knowledge: Data Governance-Provenance and Lineage; AAISM Study
Guide: Lineage Documentation, Traceability, and Audit Evidence.

H #102
Security and assurance requirements for Al systens should FIRST be embedded in the:

A. Model testing phase

B. Model design phase

C. Model training phase

D. Model deployment phase

M
R
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AAISM directs organizations to embed security, safety, and compliance controls at design time ("'secure-by- design” and "shift-left"),
ensuring requirements for robustness, privacy, and governance are defined as non- functional constraints on architecture, data
sourcing, model choices, and evaluation criteria before any model is trained. Deferring these requirements to training, testing, or
deployment increases residual risk and rework, and weakens traceability of control coverage.

References:* Al Security Management™ (AAISM) Body of Knowledge: Governance-Secure-by-Design; Policy-to-Control
Traceability; Requirements Management®* AAISM Study Guide: Al Program Lifecycle- Planning & Design Controls; Design-time
Threat Modeling and Control Selection® AAISM Mapping to Standards: Design-phase Risk Identification and Requirements
Engineering for Al

H #103
An organization is deploying an automated Al cybersecurity system Which strategy MOST effectively minimizes human error and

improves security?

A. Utilizing machine learning algorithims to ensure responsible use
B. Using historical data to train detection software

C. Conducting periodic penetration testing

D. Manual monitoring of alerts

Ef#: B

A -

AAISM states that the effectiveness of automated Al cybersecurity systems depends heavily on well-trained detection models using
high-quality historical attack data.

Historical data inproves:

* detection accuracy

* reduction of false positives

* reduction of human misinterpretation

Manual monitoring (A) increases human error. ML "ensuring responsibility” (C) is not a defined control. Pen testing (D) does not
reduce human mistakes.

References: AAISM Study Guide - Al in Cybersecurity; Model Training for Threat Detection.

M #104
Which of the following is MOST important for an organization to consider when implementing a preventive security safeguard into a
new Al product?

A. Input sanitization

B. Differential privacy

C. Model output monitoring
D. Penetration testing

EfE: A

AR :

AAISM materials emphasize that the most effective preventive safeguard is to ensure input sanitization.

Preventive controls stop malicious or malformed inputs firom reaching the model in the first place, thereby reducing the likelihood of
prompt injection, evasion, or poisoning at inference time. Model output monitoring is a detective control, not preventive. Penetration
testing is an assessment technique rather than a safeguard.

Differential privacy protects data privacy but does not prevent adversarial input manipulation. Therefore, the most important
preventive safeguard in a new Al product is robust input sanitization.

References:

AAISM Study Guide - Al Technologies and Controls (Preventive vs. Detective Safeguards) ISACA Al Security Management -
Input Validation in Al Systens
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