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Fortinet NSE 6 - FortiSOAR 7.3 Administrator Sample Questions (Q31-Q36):

NEW QUESTION # 31
Which two statements about appliance users are true? (Choose two.)
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A. Appliance users use two-factor authentication for messages sent to the APL
B. Appliance users do not have a login ID and do not add to the license count.
C. Appliance users use time-expiring tokens for primary authentication.

D. Appliance users represent non-human users.

Answer: B,D

Explanation:

In FortiSOAR, appliance users are accounts that represent non-human entities, such as system processes or integrations. These
users do not require login IDs and therefore do not contribute to the licensing user count.

Appliance users are configured for backend tasks or to interact with external systemms, enabling automated processes without
consuming standard user licenses. This approach optimizes system resources and keeps licensing costs manageable.

NEW QUESTION # 32
Which two roles are default roles configured on FortiSOAR? (Choose two answers)

A. T1 Analyst

B. T3 Analyst

C. FortiSOAR Agent

D. Connector Administrator

Answer: A,D

Explanation:

Comprehensive and Detailed Explanation From FortiSOAR 7.3 Exact Extract study guide:

FortiSOAR comes with several pre-defined (out-of-the-box) roles designed to align with common Security Operations Center
(SOC) functions. According to the FortiSOAR 7.3 Administration Guide under the

"Security Management" section:

*T1 Analyst (Tier 1):This role is a default configuration intended for front-line analysts who perform initial triaging of alerts and basic
incident response tasks.

* Connector Administrator:This is a specialized default role that grants permissions specifically for configuring, updating, and
managing the lifecycle of connectors within the environment.

While FortiSOAR is highly customizable and allows for the creation of T2 or T3 roles, they are not always present as specific
"default" named roles in the same way the T1 Analyst is across all base installations.

Furthermore, "FortiSOAR Agent" refers to a technical component or a deployment architecture rather than a standard user RBAC
(Role-Based Access Control) role. Other common default roles includeSecurity Admnistrator, Application Administrator, andFull
Access.

NEW QUESTION # 33
Which statement about licensing on FortiSOAR is true? (Choose one answer)

A. A FortiSOAR VM with a perpetual license needs access to update. fortiguard.net. 1

B. The evaluation license has an expiry date but no limit on user count.3

C. The subscription license requires connectivity to globalupdate. fortinet.net to retrieve nformation.
D. The perpetual trial license has a limit on actions per day but no limit on user count.2

Answer: C

Explanation:

Comprehensive and Detailed Explanation From FortiSOAR 7.3 Exact Extract study guide:

According to the FortiSOAR 7.3 Deployment and Administration Guide under the "Licensing FortiSOAR" section:

* Connectivity Requirements:For the FortiSOAR license deployment and validation process to succeed, the instance must have
outbound connectivity tohttps/globalupdate. fortinet.net. This URL is specifically used by the FortiSOAR license manager to fetch
entitlements, verify the subscription status, and retrieve product information from the Fortinet licensing servers. If this connectivity is
blocked (and a FortiManager is not being used as a local FDN proxy), the license deployment will fail.4

* License Limits:Every FortiSOAR license-whether Perpetual, Subscription, or Trial-strictly enforces amaximum number of active
users(concurrent or named) and often a limit on the number of autormation actions per day.5

* Perpetual Trial Licenses(often called "Free Trial") are restricted to a specific user count (typically 2 or 3) and a daily action limit
(e.g,, 200 or 1000 actions). Therefore, options C and D are incorrect as they suggest "no limit on user count."



* URL Clarification:-While update. fortiguard.net is a common Fortinet endpoint for security signatures (IPS/AV), FortiSOAR's
specific licensing and entitlement commumication is directed to the globalupdate. fortinet.netservice.

NEW QUESTION # 34
What are two features of the FortiSOAR perpetual trial license? (Choose two.).

A. 1t has restrictions on the number of actions that can be performed.

B. It has restrictions on the number of users.

C. It provides access to FortiSOAR for a limited amount of time per day.
D. It is a multi-tenant type license.

Answer: A,B

Explanation:

The FortiSOAR perpetual trial license includes limitations on both the number of users and the number of actions that can be
performed. These restrictions are in place to provide prospective users with a finctional evaluation of FortiSOAR while limiting its
usage in a production environment. The trial license does not support multi-tenancy and restricts the overall capacity for scaling,
making it suitable only for testing and familiarization with FortiSOAR's capabilities.

NEW QUESTION # 35
Which log file contains license synchronization logs on FortiSOAR?

A. fdn.log
B. celery.log
C. beat.log
D. falcon.log

Answer: A

Explanation:

The fdn.log file in FortiSOAR contains logs related to license synchronization activities. This log file records events and errors
associated with license checks and synchronization with Fortinet's licensing servers, ensuring that the FortiSOAR instance remains
compliant with licensing requirements. Monitoring fdn.log can help administrators troubleshoot issues related to license
synchronization and ensure the system operates within the licensed limits.

NEW QUESTION # 36
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