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A company requires all traffic to their critical SaaS provider (secure-saas.com, public IP 203.0.113.1) from all internal user subnets
(10.0.0.0/8) to traverse a specific dedicated IPSec VPN tunnel (tunnel. 1) to their cloud security gateway. However, if this tunnel
goes down, the traffic must NOT fail over to the internet; it must be blocked. All other internet traffic from 10.0.0.0/8 should use the
primary internet uplink. Additionally, the PBF solution must be scalable and robust, handling potential changes in the SaaS provider's
IP addresses. Which combined configuration achieves this?

A. 1. Create an Address Group for 'secure-saas.com' containing 203.0.113.1.2. Define a PBF rule: Source Address:
10.0.0.0/8, Destination Address: (Address Group for secure-saas.com), Application: any, Egress Interface: tunnel.1, Next
Hop: (cloud gateway IP), Action: Forward, Fall back to: Discard. 3. Configure a security policy rule allowing this traffic.
B. 1. Create a Custom URL Category for 'secure-saas.com'. 2. Define a PBF rule: Source Address: 10.0.0.0/8, URL
Category: (Custom URL Category for secure- saas.com), Application: web-browsing, ssl, Egress Interface: tunnel.1 , Next
Hop: (cloud gateway IP), Action: Forward, Fall back to: Discard. 3. Configure a security policy rule allowing this traffic.
C. 1. Create an External Dynamic List (EDL) for 'secure-saas.com' with 'Type: IP List' and 'Source: URL for secure-
saas.com's IPs'. 2. Define a PBF rule: Source Address: 10.0.0.0/8, Destination Address: (EDL for secure-saas.com),
Application: any, Egress Interface: tunnel. 1, Next Hop: (cloud gateway IP), Action: Forward, Fall back to: Discard. 3.
Configure a security policy rule allowing this traffic.
D. 1. Define a PBF rule: Source Address: 10.0.0.0/8, Destination FQDN: secure-saas.com, Application: web-browsing, ssl,
Egress Interface: tunnel. 1, Next Hop: (cloud gateway IP), Action: Forward, Fall back to: Discard. 2. Configure a security
policy rule allowing this traffic.
E. 1. Define a PBF rule: Source Address: 10.0.0.0/8, Destination Address: 203.0.113.1, Application: any, Egress Interface:
tunnel. 1, Next Hop: (cloud gateway IP), Action: Forward, Fall back to: Discard. 2. Configure a security policy rule allowing
this traffic from internal zones to 'Untrust' via tunnel. 1.

Answer: D

Explanation:
This question combines PBF for specific path, fallback to discard, and scalability for changing IPs. Scalability for IP Changes: The
most robust and scalable way to handle changing IP addresses for a SaaS provider in PBF is to use 'Destination FQDN'. This
allows the firewall to dynamically resolve the FQDN to its current IPs, eliminating the need for manual updates to address objects or
EDLs when IPs change. Fallback to Discard: The 'Fall back to: Discard' action in the PBF rule is precisely what's needed to ensure
traffic is blocked if the tunnel goes down, preventing it from using the default internet route. Application Specificity: Specifying
'Application: web-browsing, SSI' (or specific applications used by secure-saas.com) is good practice to ensure only relevant traffic
is steered by this PBF rule, although 'any' would also work if all traffic to the FQDN needs steering. Let's analyze other options:
Option A and B: Rely on static IP addresses or address groups, which are not scalable for changing SaaS IPs and require manual
updates. Option C: While EDLs can update dynamically, they are primarily for blacklisting/whitelisting and involve a fetching
mechanism. Using FQDN directly in PBF is more native and direct for routing decisions for known destinations. Option D: Using a
Custom URL Category in PBF is for URL-based filtering, not IP-based routing decisions for the entire FQDN traffic flow. While
the PBF rule can match URL categories for HTTP/HTTPS traffic, the primary routing decision for the entire connection is based on
IP and FQDN. FQDN matching in PBF directly resolves IPs for routing.

NEW QUESTION # 15 
Based on the screenshot presented which column contains the link that when clicked opens a window to display all applications
matched to the policy rule?

A. Apps Seen
B. Service
C. Apps Allowed
D. Name

Answer: A



NEW QUESTION # 16 
An administrator wants to enable access to www.paloaltonetworks.com while denying access to all other sites in the same category.
Which object should the administrator create to use as a match condition for the security policy rule that allows access to
www.paloaltonetworks.com?

A. Application group
B. URL category
C. Service
D. Address ab

Answer: B

Explanation:
A URL category object is the object that the administrator should create to use as a match condition for the security policy rule that
allows access to www.paloaltonetworks.com while denying access to all other sites in the same category. A URL category object
allows the administrator to define a custom list of URLs that belong to a specific category, such as Business and Economy. The
administrator can then use this object in a security policy rule to allow or deny access to the URLs based on the category1. For
example, the administrator can create a URL category object that contains www.paloaltonetworks.com and assign it to the Business
and Economy category. Then, the administrator can create a security policy rule that allows access to this URL category object and
denies access to the predefined Business and Economy category2. Reference: Create a Custom URL Category, Create a Security
Policy Rule to Allow or Deny Access to a Custom URL Category, Certifications - Palo Alto Networks, Palo Alto Networks
Certified Network Security Administrator (PAN-OS 10.0) or [Palo Alto Networks Certified Network Security Administrator
(PAN-OS 10.0)].

NEW QUESTION # 17 
Selecting the option to revert firewall changes will replace what settings?

A. the device state with settings from another configuration
B. the candidate configuration with settings from the running configuration
C. the running configuration with settings from the candidate configuration
D. dynamic update scheduler settings

Answer: B

NEW QUESTION # 18 
Which attribute can a dynamic address group use as a filtering condition to determine its membership?

A. wildcard mask
B. tag
C. subnet mask
D. IP address

Answer: B

Explanation:
Dynamic Address Groups: A dynamic address group populates its members dynamically using looks ups for tags and tag-based
filters. Dynamic address groups are very useful if you have an extensive virtual infrastructure where changes in virtual machine
location/IP address are frequent. For example, you have a sophisticated failover setup or provision new virtual machines frequently
and would like to apply policy to traffic from or to the new machine without modifying the configuration/rules on the firewall.
https://docs.paloaltonetworks.com/pan-os/8-1/pan-os-web-interface-help/objects/objects-address-groups

NEW QUESTION # 19
......
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