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CompTIA Cybersecurity Analyst (CySA+) Certification Exam Sample
Questions (Q95-Q100):

NEW QUESTION # 95
A custom script currently monitors real-time logs of a SAMIL authentication server to mitigate brute-force attacks. Which of the
following is a concern when moving authentication to a cloud service?

A. Access to logs may be delayed for some time.

B. Log data may be visible to other customers.

C. Logs may contain incotrect information.

D. SAML logging is not supported for cloud-based authentication.

Answer: A

Explanation:

Explanation

Threats & Vulnerabilities Associated with the Cloud, Subsection "Logging and Monitoring"

"Because the responsibility of protecting portions of the stack falls to the service provider, it does sometimes mean the organization
loses monitoring capabilities, for better or worse." CompTIA CySA+ Cybersecurity Analyst Certification All-in-One Exam Guide,
Second Edition (Exam CS0-002) (p. 158).

NEW QUESTION # 96
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NEW QUESTION # 97
A user's computer has been running slowly when the user tries to access web pages. A security analyst runs the command netstat -
aon from the command line and receives the following output:

LINE PROTOCOL | LOCAL ADDRESS FORETEN ADDRESS STATE

1 TCP 127.0.0.1:15453 ¥27.0.0.1:16374 ESTABLISHED
2 TCP 127.0.0.1:8193 127.0.0.170M02 ESTEELISHRED
3 TCP 192.168.0.23:443 185.23.18,119: 1LV207 | ESTAEL ISAE
4 TCP 192.168.0.23'3985(172.217.0.14:443 ESTABLISHED
5 TCP 192.168.4423:6023 |185.23.17.120:443 ESTABLISHED
6 TCP 192.168%0.23:7264 |10.23.63.217:445 ESTABLISHED

Which of the following lines indicates the co-nputer may be compromised?

A.Line 5
B. Line 4
C.Linc 2
D. Line 6
E. Line 3
F. Line 1

Answer: B

NEW QUESTION # 98

A development team is testing a new application release. The team needs to import existing client PHI data records fromthe
production environment to the test environment to test accuracy and finctionality.

Which of the following would BEST protect the sensitivity of this data while still allowing the team to perform the testing?

A. Deidentification
B. Watermarking
C. Encryption

D. Encoding

Answer: A

NEW QUESTION # 99
A security analyst needs to reduce the overall attack surface.
‘Which of the following infrastructure changes should the analyst recommend?

A. Inplerment a cloud-based architecture.
B. Implement a honeypot.

C. Air gap sensitive systerns.

D. Increase the network segmentation.

Answer: D

NEW QUESTION # 100
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