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John works as a Penetration Tester in a security service providing firm named you-are-secure Inc. Recently, John's company has got
a project to test the security of a promotional Website www.missatlanta.com and assigned the pen-testing work to John. When John
is performing penetration testing, he mserts the following script in the search box at the company home page:

<script>alert('Hi, John')</script>

After pressing the search button, a pop-up box appears on his screen with the text - "Hi, John." Which of the following attacks can
be performed on the Web site tested by john while considering the above scenario?
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A. Replay attack

B. CSRF attack

C. XSS attack

D. Buffer overflow attack

ER: C

i /8 #29
‘When you conduct the XMAS scanning using Nmap, you find that most of the ports scanned do not give a response. What can be
the state of these ports?

e A Filtered
e B. Closed
e C. Open

ER: C

R #30
Which of'the following tools is used for port scanning?

A. NETSH

B. LOphtcrack
C. Nmap

D. NSLOOKUP

ZR: C

R #31

John works as a professional Ethical Hacker. He has been assigned the project of testing the security of www.we-are-secure.com.
He wants to performa stealth scan to discover open ports and applications running on the We-are-secure server. For this purpose,
he wants to mitiate scanning with the IP address of any third party. Which of the following scanning techniques will John use to
accomplish his task?

A.RPC
B. UDP
C. TCP SYN/ACK
D. IDLE

ZE: D

R R #32
An attacker sends a large number of packets to a target computer that causes denial of service.
Which of the following type of attacks is this?

A. Spoofing
B. Snooping
C. Flooding
D. Phishing

ZR: C
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