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NEW QUESTION # 26
‘Which FortiGate command displays the current routing table?

e A get systemroute
¢ B. diagnose netlink route list
e (. get router info routing-table all
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e D. show router status
Answer: C

Explanation:

The 'get router info routing-table all command displays the FortiGate's current routing table, including all active routes and their
details. Options B, C, and D are not valid or specific for this purpose. Exact extract:

"Use 'get router info routing-table all' to display the complete routing table, showing destination, gateway, interface, and metric for all
routes."

NEW QUESTION # 27
Which of the following are classful addresses? (Select all that apply below)

A. 172.16.0.0/16
B. 10.225.30.0/8
C. 172.16.0.0/24
D. 10.225.30.0/16

Answer: A.B

Explanation:

Classful addressing follows the orignal IP address classes: Class A (/8), Class B (/16), and Class C (/24).

Option A (10.225.30.0/8) is a Class A address, and C (172.16.0.0/16) is a Class B address. Option B (10.225.30.0/16) and D
(172.16.0.0/24) use non-standard masks for their respective ranges, making them classless (CIDR). The original document
incorrectly lists only A. Fortinet routing supports both classful and classless addressing. Exact extract: "Classful addressing uses fixed
subnet masks: Class A (/8), Class B (/16), and Class C (/24)... Addresses like 10.0.0.0/8 and 172.16.0.0/16 are classful, while
non-standard masks indicate classless addressing."

NEW QUESTION # 28
What is the role of the FortiGate 'set sreintf’ command in a firewall policy?

A. Specifies the source interface for traffic matching
B. Defines the destination interface for traffic

C. Sets the source IP address range

D. Configures the source NAT interface

Answer: A

Explanation:

The 'set srcintf’ command in a FortiGate firewall policy specifies the source interface from which traffic originates, helping define the
policy's scope. It does not set the destination interface (B), source IP range (C), or NAT interface (D). Exact extract: ""The 'set
sreintf command in a firewall policy specifies the source interface for incoming traffic, allowing FortiGate to match packets based on
their entry interface."”

NEW QUESTION # 29
In a FortiGate high availability (HA) cluster, what happens if the primary unit fails?

A. A secondary unit takes over as the primary unit
B. The cluster is disabled, and traffic stops

C. Traffic is rerouted through an external gateway
D. The cluster switches to active-passive mode

Answer: A

Explanation:

In a FortiGate HA cluster (active-active or active-passive), if the primary unit fails, a secondary unit automatically takes over as the
primary, ensuring continuity of traffic with minimal disruption. Option A is incorrect as traffic continues, C is incorrect as the mode
doesn't change post-failure, and D is unrelated. Exact extract: "In a FortiGate HA cluster, if the primary unit fails, a secondary unit is



elected as the new primary, taking over all roles to maintain traffic flow and session continuity."

NEW QUESTION # 30
What is the default FortiGate behavior when a packet matches no firewall policy?

A. The packet is dropped

B. The packet is forwarded to the default gateway
C. The packet is sent to the IPS engine

D. The packet is logged and allowed

Answer: A

Explanation:

FortiGate operates on a default-deny principle; if a packet does not match any firewall policy, it is dropped to ensure security. No
forwarding (A), IPS processing (C), or automatic allowing (D) occurs without a matching policy. Exact extract: "FortiGate uses a
default-deny approach; packets that do not match any configured firewall policy are dropped to prevent unauthorized traffic."

NEW QUESTION # 31
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