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最新的 Fortinet Network Security Expert NSE5_FSW_AD-7.6 免費考試真
題 (Q100-Q105):
問題  #100 
Which statement about the use of the switch port analyzer (SPAN) packet capture method is true?

A. Traffic on the management interface can be mirrored and captured by the monitoring device.
B. Mirrored traffic can be sent across multiple switches.
C. The monitoring device must be connected to the same switch where the traffic is being mirrored
D. SPAN can be configured only on a standalone FortiSwitch.

答案：B

解題說明：
The correct statement about using the Switch Port Analyzer (SPAN) packet capture method on FortiSwitch is that "Mirrored traffic
can be sent across multiple switches (A)." This feature allows for extensive traffic analysis as it enables network administrators to
configure SPAN sessions that span across different switches, thereby providing the capability to monitor traffic across a broad
segment of the network infrastructure.
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What is the role of a device that is simultaneously functioning as both the distribution and core in the hierarchy network model?

A. FortiSwitch functioning as standalone
B. FortiGate managing FortiSwitch
C. HA backup FortiGate managing FortiSwitch
D. POE with high density FortiSwitch

答案：B

解題說明：
In a hierarchical network model, the role of a device functioning simultaneously as both the distribution and core is most accurately
described as "FortiGate managing FortiSwitch (B)." In this setup, FortiGate acts as the central unit managing multiple FortiSwitch
units, thereby functioning both as a distribution layer-handling traffic between network segments-and as a core layer-managing traffic
within the network on a broader scale. This setup is typical in medium-sized networks where a single device is capable enough to
handle both roles effectively.

問題  #102 
What can an administrator do to maintain a FortiGate-compatible FortiSwitch configuration when changing the management mode
from standalone to FortiLinK?

A. Register FortiSwitch to FortiSwitch Cloud to save a copy before managing with FortiGate.
B. Use a migration tool based on Python script to convert the configuration.
C. FortiGate automatically saves the existing FortiSwitch configuration during the FortiLink management process.
D. Enable the FortiLink setting on FortiSwitch before the authorization process.

答案：C

問題  #103 
(Full question statement start from here)
You are planning to deploy FortiSwitch devices on your network. Your goal is to simplify management and ensure integration with
the Security Fabric. Which deployment approach should you choose? (Choose one answer)

A. Use the FortiSwitch-Manager device for centralized management.
B. Manage FortiSwitch from FortiManager for large-scale enterprise deployments.
C. Manage FortiSwitch on FortiGate using FortiLink.
D. Use FortiEdge Cloud for centralized management with advanced analytics.

答案：C

解題說明：
Fortinet's recommended approach for simplified management and full Security Fabric integration is to manage FortiSwitch devices
directly from a FortiGate using FortiLink. According to the FortiOS 7.6 and FortiSwitchOS 7.6 documentation, FortiLink enables
FortiGate to act as the centralized controller for all connected FortiSwitch units, providing seamless integration between switching,
routing, and security services.
When FortiSwitch is managed through FortiGate with FortiLink, the switches become native members of the Security Fabric. This
allows FortiGate to centrally define VLANs, enforce Layer 2 and Layer 3 security policies, control inter-VLAN routing, apply
NAC and quarantine actions, and provide end-to-end visibility across users, devices, and applications. Inter-VLAN traffic is routed
and inspected by FortiGate, ensuring consistent policy enforcement and logging.
FortiLink management significantly reduces operational complexity by eliminating the need for separate switch management
platforms. Configuration, firmware upgrades, monitoring, troubleshooting, and topology visualization are all performed from the
FortiGate GUI or CLI. This tightly integrated model is specifically designed for branch, campus, and mid-sized enterprise
deployments that prioritize simplicity, security consistency, and operational efficiency.
The other options do not meet the stated objective. FortiSwitch-Manager is not a current management solution, FortiManager is
intended for large-scale multi-device orchestration rather than direct Security Fabric integration, and FortiEdge Cloud focuses on
cloud-based management without native FortiGate security enforcement.
Therefore, to simplify management and ensure full Security Fabric integration, the correct and fully verified choice is D. Manage
FortiSwitch on FortiGate using FortiLink.



問題  #104 
You need to deploy routing on a standalone FortiSwitch and want to maximize routing performance. Which type of routing is best
for this deployment? (Choose one answer)

A. Software-based routing because it is preferred for high-speed backbone networks
B. Software-based routing because it bypasses the CPU to increase routing speed
C. Hardware-based routing because the routing is performed directly by the kernel
D. Hardware-based routing because it relies on ASIC for faster performance1

答案：D

解題說明：
According to theFortiSwitchOS 7.6 Administration Guideand theFortiSwitch 7.6.1 Administration Guide-Standalone Mode,
FortiSwitch units support two primary methods for processing Layer 3 traffic:
software-based routing and hardware-based routing. To maximize performance, the documentation specifies thatHardware-based
routing (Option A)is the superior choice for high-speed environments.
The primary technical reason for this performance advantage is the use ofApplication-Specific Integrated Circuits (ASICs). In
hardware-based routing, the routing table and forwarding information are programmed directly into the switch's specialized hardware
silicon. This allows the FortiSwitch to perform packet lookups and forwarding decisions at "wire speed," which refers to the full
throughput capacity of the physical ports.
By offloading these tasks to the ASIC, the switch minimizes latency and prevents the performance bottlenecks associated with
general-purpose CPU processing.
In contrast,software-based routing(Options B and D) requires the main system CPU and kernel to process every packet, which is
significantly slower and can lead to high CPU utilization during heavy traffic loads.
Option C is factually incorrect because hardware-based routing specifically avoids the kernel's software path to increase speed.
Therefore, for a deployment focused on maximizing routing performance, especially in a backbone or high-density branch
environment, utilizing the ASIC-driven hardware forwarding path is the recommended approach in FortiSwitchOS 7.6.
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