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NEW QUESTION # 22
Create and use a service account token via kubeconfig
Task Information : Create SA ci-bot in ci namespace and generate a kubeconfig that authenticates using its token.

Answer:

Explanation:

See the solution below in Explanation:

Explanation:

* Create namespace and service account

* oc new-project ci

* oc -n ci create sa ci-bot

* The SA will represent automation access.

* Grant permissions (example: edit in namespace)

* oc -n ci policy add-role-to-user edit systemserviceaccount:cici-bot

* Without permissions, token auth succeeds but API actions are denied.
* Generate token (TokenRequest)

* TOKEN=$(oc -n ci create token ci-bot)

* OCP issues a short-lived token by default (good practice).

* Create kubeconfig using the token

* oc config set-cluster lab --server="$(oc whoami --show-server)"\

* —-insecure-skip-tls-verify=true --kubeconfig=ci-bot.kubeconfig

* oc config set-credentials ci-bot --token="$ TOKEN" --kubeconfig=ci-bot.kubeconfig
* oc config set-context ci --cluster=lab --user=ci-bot --namespace=ci \
* --kubeconfig=ci-bot.kubeconfig

* oc config use-context ci --kubeconfig=ci-bot.kubeconfig

* This produces a self-contained kubeconfig for CI automation.

* Test access

* oc --kubeconfig=ci-bot.kubeconfig get pods

NEW QUESTION # 23

Integrate OpenShift with LDAP (create LDAP identity provider)

Task Information : Configure cluster OAuth to add an LDAP identity provider using an existing bind secret and CA ConfigMap ,
then verify login works.

Answer:

Explanation:

See the solution below in Explanation:

Explanation:

* Verify prerequisites exist (Secret + ConfigMap)

* oc -n openshift-config get secret rhds-Idap-secret

* oc -n openshift-config get configmap rhds-ca-config-map

* OAuth LDAP configuration references these objects. If they don't exist, OAuth won't be able to bind to LDAP securely.
* Edit the cluster OAuth resource

* oc edit oauth cluster

* The oauth/cluster resource is where identity providers are defined.

* Add an LDAP identity provider entry (example structure) Add under spec.identityProviders:
* - name: corp-Idap

* mappingMethod: claim

* type: LDAP

* Idap:

* url: "ldapsy/ldap.example.com:636/ou=People,dc=exanple,dc=com?uid"
* bindDN: "uid=openshift,ou=sve,dc=example,dc=com"

* bindPassword:

* pame: rhds-1dap-secret

* ca:

* pame: rhds-ca-config-map

* insecure: false

* attributes:



* id: ["dn"]

* name: ["cn'"]

* preferredUsername: ["uid']

* email: ["mail'"]

* url: where to search for users and which attribute is used for login (here uid).

* bindDN + bindPassword: service account used for LDAP queries.

* ca: trusts the LDAP server CA for TLS.

* attributes: maps LDAP data into OpenShift user identity fields.

* Restart OAuth pods to load changes quickly

* oc -n openshift-authentication delete pod -1 app=oauth-openshift

* This forces pods to restart and re-read the updated configuration.

* Verify the identity provider appears and users can log in

* In the web console login page, you should see the new provider (name may show as corp-ldap).
* After a successful login, confirm user objects appear:

* oc get users

* oc get identities

* OpenShift creates User and Identity objects upon first successful authentication.

NEW QUESTION # 24

Spread replicas using pod AntiAffinity
Task Information : Configure payments/api to prefer scheduling pods on different nodes.

Answer:

Explanation:

See the solution below in Explanation:

Explanation:

* Patch deployment with preferred pod AntiAffinity

* oc -n payments patch deploy api --type=merge -p '{

* "spec':{"template":{"spec":{"affinity": {

* "pod AntiAfTinity {

* "preferred DuringSchedulinglgnored DuringExecution'[ {
* "weight:100,

* "pod Affinity Term': {

* "labelSelector":{"'matchLabels": {"app":"api"} },

* "topologyKey":"kubernetes.io/hostname"

*3

*

*}

I

* }’

* Encourages spread across nodes to reduce single-node impact.
* Verify spread

* oc -n payments get pods -0 wide

NEW QUESTION # 25
Schedule a recurring backup
Task Information : Create a daily backup schedule for namespace orders at 01:00.

Answer:

Explanation:

See the solution below in Explanation:
Explanation:

* Create the schedule

* velero schedule create orders-daily \
* --schedule "0 1 * * *"\

* —-include-namespaces orders \



* —-snapshot-volumes

* Cron format: minute hour day month weekday.

* Verify schedule exists

* velero schedule get

* Confirm backups are created by the schedule

* velero backup get | grep orders-daily

* Scheduled backups usually have names derived from the schedule.

NEW QUESTION # 26
Identity Management - Create CA ConfigMap

Answer:

Explanation:

See the solution below in Explanation:

Explanation:

Step 1: Ensure the certificate file thds_ca.crt is available in your current working directory or use the correct path.

The Task requires creating a configmap from this CA certificate file.

Step 2: Run the command:

oc create configmap rhds-ca-config-map --from-file ca.crt=rhds_ca.crt -n openshift-config Step 3: Confirm the configmap is
created.

The lab output shows:

configmap/rhds-ca-config-map created

Detailed explanation:

This creates a configmap named rhds-ca-config-map in the openshifi-config namespace and maps the local file thds_ca.crt to the
key name ca.crt inside the configmap. This is important in external identity integration because OpenShift may need to trust a custom
certificate authority when communicating with LDAP or another secured external service. By placing the certificate in a configmap,
the authentication operator or related cluster configuration can reference it cleanly. The key name matters because many OpenShift
resources expect a CA bundle key with a specific filename-like convention. If the file path is wrong, the command fails immediately.
Ifthe configmap name or key mapping is wrong, the authentication provider referencing it may not trust the external endpoint.

NEW QUESTION # 27
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