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Fortinet NSE7_CDS_AR-7.6 Exam Syllabus Topics:

Topic Details

Topic 1
Cloud Infrastructure Monitoring: This domain addresses monitoring AWS and Azure networks using
Fortinet monitoring tools designed for cloud workload visibility and management.
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Topic 2
Automation Tools: This domain focuses on using infrastructure-as-code tools like Terraform, Ansible,
Azure Bicep, and AWS CloudFormation to automate cloud infrastructure and Fortinet solution
deployments.

Topic 3
Troubleshooting: This domain involves resolving connectivity issues in AWS and Azure environments,
including diagnosing problems with SDN connectors.

Topic 4
Security Solutions Deployment: This domain covers deploying Fortinet solutions to protect IaaS and CaaS
environments, and integrating them with cloud native security tools.

Fortinet NSE 7 - Public Cloud Security 7.6 Architect Sample Questions (Q42-
Q47):
NEW QUESTION # 42 
Refer to the exhibit.
You deployed an HA active-active load balance sandwich with two FortiGate VMs in Microsoft Azure.
After the deployment, you prefer to use FGSP to synchronize sessions, and allow asymmetric return traffic. In the environment,
FortiGate port 1 and port 2 are facing external and internal load balancers respectively.
What IP address must you use in the peerip configuration?

A. The public load balancer port 2 IP address.
B. The opposite FortiGate port 1 IP address.
C. The opposite FortiGate port 2 IP address.
D. The internal load balancer port 1 IP address.

Answer: B

NEW QUESTION # 43 
Refer to the exhibit.

After the initial Terraform configuration in Microsoft Azure, the terraform plan command is run.
Which two statements about running the terraform plan command are true? (Choose two.)

A. You cannot run the terraform apply command before the terraform plan command.
B. The terraform plan command makes terraform do a dry run.
C. The terraform plan command will deploy the rest of the resources except the service principle details.
D. You must run the terraform init command once, before the terraform plan command.

Answer: B,D

NEW QUESTION # 44 
Refer to the exhibit. An experienced AWS administrator is creating a new Virtual Private Cloud (VPC) flow log with the settings
shown in the exhibit.
What is the purpose of this configuration?



A. To monitor logs in real time
B. To retain logs for a long term
C. To troubleshoot a log flow issue
D. To maximize the number of logs saved

Answer: B

Explanation:
In the exhibit, the destination is set to Amazon S3, which is typically used for long-term storage and retention of VPC flow logs.
CloudWatch or Data Firehose would be chosen for real-time monitoring or analysis, but S3 ensures the logs are retained cost-
effectively for long durations.

NEW QUESTION # 45 
Refer to the exhibit. A team of AWS administrators is in the process of installing a FortiWeb ingress controller to protect
containerized web applications in an Amazon Elastic Kubernetes Service (EKS) cluster. While customizing the manifest file in the
image, they realize that they do not know the correct value to enter in the fortiweb-loginfield.
How can they determine he correct value for this field?



A. The correct value is the password of the FortiWeb admin account.
B. They must create a Kubernetes secret with the kubectlcommand.
C. They can refer to the output of the EKS cluster deployment.
D. They can find the expected value in the manifest file used to deploy the pods.

Answer: B

Explanation:
The fortiweb-login field in the manifest requires credentials for the FortiWeb ingress controller to authenticate. This is not set directly
in plain text; instead, administrators must create a Kubernetes secret using the kubectl command (containing the FortiWeb admin
username and password), and reference it in the manifest. This ensures secure handling of authentication data.

NEW QUESTION # 46 
Refer to the exhibit.



After analyzing the native monitoring tools available in Azure, an administrator decides to use the tool displayed in the exhibit.
Why would an administrator choose this tool?

A. To view details about Azure resources and their relationships across multiple regions.
B. To compare the latency of an on-premises site with the latency of an Azure application.
C. To obtain, and later examine, traffic flow data with a visualization tool.
D. To help debug issues affecting virtual network gateways.

Answer: B

NEW QUESTION # 47
......
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