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H #48
Could an entity use both the Customized Approach and the Defined Approach to meet the same requirement?

A. Yes, if the entity uses no compensating controls.

B. No, because only compensating controls can be used with the Defined Approach.
C. Yes, ifthe entity is eligible to use both approaches.

D. No, because a single approach must be selected.

Ef#: C

ETE

PCI DSS allows an entity touse both Defined and Customized Approaches, including for different sub- requirements of the same
primary requirement,as long as they are eligble and justified. Entities might use the Defined Approach for standard controls and the
Customized Approach where flexibility is needed.

* Option A:Incorrect. PCI DSS explicitly allows mixed use per Requirement 8 guidance.

* Option Bincorrect. Compensating controls are separate from the Customized Approach.

* Option C:ncorrect. Eligibility is not based solely on the absence of compensating controls.

* Option D:=Correct. Mixed approaches are allowed if eligibility requirements are met.

B #49
An organization wishes to implement multi-factor authentication for remote access, using the user's individual password and a digital

certificate. Which of the following scenarios would meet PCI DSS requirements for multi-factor authentication?
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A. Certificates are assigned only to administrative groups, and not to regular users.

B. Change control processes are in place to ensure certificates are changed every 90 days.

C. A different certificate is assigned to each individual user account, and certificates are not shared.
D. Certificates are logged so they can be retrieved when the employee leaves the company.

Ef: C

R

PCI DSSRequirement 8.4.2requiresmulti-factor authentication (MFA)to consist of two or moreindependent authentication factors.
MFA nust alsonot involve shared credentials, so each certificate must be tied to a specific individual.

* Option A#Incorrect. MFA must apply toall applicable users, not just admins.

* Option B#Correct. This meets PCI DSS: unique credentials per user and non-shared certificates.

* Option C#lIncorrect. Retaining certificates post-employment is a risk, not a compliance action.

* Option D#Incorrect. PCI DSS doesn't mandate 90-day certificate rotation; rather, secure usage and revocation are key.

HM #50
PCI DSS Requirement 12.7 requires screening and background checks for which of the following?

A. Personnel with access to the cardholder data environment.
B. All personnel employed by the organization.

C. Cashiers with access to one card number at a time.

D. Visitors with access to the organization's facilities.

Ef: A

fEEL:

PCI DSS Requirement 12.7 mandates that organizations perform background checks on personnel who have access to the
cardholder data environment (CDE) to ensure that individuals with malicious intent do not gain access to sensitive cardholder data.
* Option A:ncorrect. While conducting background checks on all personnel is a good security practice, PCI DSS specifically
requires checks for those with access to the CDE.

* Option B:Correct. Background checks are required for personnel with access to the CDE to mitigate the risk of insider threats.
* Option C:Incorrect. Visttors are not typically subjected to background checks but should be escorted and monitored while in
sensitive areas.

H #51
Which of'the following meets the definition of "quarterly” as indicated in the description of timeframes used in PCI DSS
requirenments?

A. At least once every 95-97 days.
B. On the 15th of each third month.
C. Occurring at some point in each quarter of a year.
D. On the 1st of each fourth month.

EfE: C

AR :

According toSection 7 - Description of Timeframes Used in PCI DSS Requirements, the PCI DSS defines

"quarterly" as:

"An activity performed once per calendar quarter (i.e., one time in each three-month period), or as close as reasonably possible to
the calendar quarter."

* Option A#Correct. This aligns precisely with PCI DSS's definition -once in each three-month calendar quarter.

* Option B#Incorrect. PCI DSS doesnotdefine quarterly by a fixed number of days.

* Option C & D#Incorrect. Specific dates or months are not prescribed.

Reference:PCI DSS v4.0.1 - Section 7: Description of Timeframes Used in PCI DSS Requirements.

R #52
Which of the following statements is true regarding track equivalent data on the chip of'a payment card?



A. It is sensitive authentication data.

B. It is out of scope for PCI DSS.

C. It is not applicable for PCI DSS Requirement 3.2.

D. It is allowed to be stored by merchants after authorization, if encrypted.

EfE: A

R -

Track equivalent data- whether from a magnetic stripe or embedded chip - falls underSensitive Authentication Data (SAD)and
nmustnot be stored after authorisation, even if encrypted. This is covered underRequirement 3.3.1and Table 3 in PCI DSS v4.0.1.
* Option A#Incorrect. SADmusst not be stored after authorisation, regardless of encryption.

* Option B#Correct. Track equivalent data is explicitly defined asSAD.

* Option C#Incorrect. SAD is fullyn-scopefor PCI DSS.

* Option D#Incorrect. Requirement 3.2 and 3.3 specifically address SAD.

References:

PCI DSS v4.0.1 - Table 3: Account Data Element Storage Requirements; Requirements 3.3.1, 3.3.2.
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