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EE #160
Match the correct scanning mode for each given operation.
(Select your answer from the pull-down list. Answers may be used more than once or not at all.)

e

Y.
Explanation:
* Create SNS Topic Triggers: No data security scan
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* Select an S3 bucket: Forward Scan only

* Select an S3 bucket with existing files: Forward or Backward Scan

* Link an S3 logging to CloudTrail: Backward Scan only

The scanning mode for Data Security in AWS typically depends on the configuration and the desired outcomes for monitoring and
protecting data within S3 buckets.

Creating SNS Topic Triggers is a configuration step that does not directly involve scanning, It is part of setting up notifications for
events in S3 buckets, but on its own, it does not initiate a data security scan.

Selecting an S3 bucket without specifying existing files typically implies that you intend to scan new objects as they are added to the
bucket, which is known as a Forward Scan. This mode is proactive and scans files upon their arrival in the bucket.

When you select an S3 bucket with existing files, you can perform either Forward Scanning for new files or Backward Scanning to
scan all existing files in the bucket. This option provides the most comprehensive scanning coverage for both new and existing data.
Linking an S3 logging to CloudTrail is usually a step taken to monitor access and changes to S3 resources. In the context of
scanning, linking S3 to CloudTrail does not initiate a scan, but the CloudTrail logs can be used to trigger a Backward Scan if
configured to do so, which scans historical files in the bucket based on CloudTrail events.

EAE #161
Which "kind" of Kubernetes object is configured to ensure that Defender is acting as the admission controller?

A. DestinationRules

B. MutatingWebhookConfiguration
C. ValidatingWebhookConfiguration
D. PodSecurityPolicies

e C

MY

In the context of Kubernetes, an admission controller is a piece of code that intercepts requests to the Kubernetes API server before
the persistence of the object, but after the request is authenticated and authorized. The admission controller lets you apply complex
validation and policy controls to objects before they are created or updated.

The ValidatingWebhookConfiguration is a Kubernetes object that tells the API server to send an admission validation request to a
service (the admission webhook) when a request to create, update, or delete a Kubernetes object matches the rules defined in the
configuration. The webhook can then approve or deny the request based on custom logic.

The MutatingWebhookConfiguration is similar but is used to modify objects before they are created or updated, which is not the
primary finction of an admission controller acting in a protective or validating capacity.

DestinationRules are related to Istio service mesh and are not relevant to Kubernetes admission control.

PodSecurityPolicies (PSPs) are a type of admission controller in Kubernetes but they are predefined by Kubernetes and do not
require a specific configuration object like ValidatingWebhookConfiguration. PSPs are also deprecated in recent versions of
Kubernetes.

Therefore, the correct answer is C. ValidatingWebhookConfiguration, as it is the Kubernetes object used to configure admission
webhooks for validating requests, which aligns with the role of Defender acting as an admission controller in Prisma Cloud.
References from the provided documents:

* The documents uploaded do not contain specific details about Kubernetes objects or Prisma Cloud's integration with Kubernetes.
However, this explanation aligns with general Kubernetes practices and Prisma Cloud's capabilities in securing Kubernetes
environments.

Reference: https:/docs.paloaltonetworks.com/prisma/prisma-cloud/2 1-04/prisma-cloud-compute-edition-
admin/access_control/open policy agent.html

EAE #162
Which role must be assigned to DevOps users who need access to deploy Container and Host Defenders in Compute?

A. Build and Deploy Security
B. Cloud Provisioning Admin
C. System Admin

D. Developer

He:. B

Y.
Cloud Provisioning Admin (Defender Manager) DevOps team members that need to manage Defender deployments without



sysadmin privileges. https:/docs.paloaltonetworks.com/prisma/prisma-cloud/prisma- cloud-admin-
compute/authentication/prisma_cloud user roles

EE #163

‘Which command should be used in the Prisma Cloud twistcli tool to scan the nginx:latest image for vulnerabilities and compliance
issues?

A)

B)

0

D)

A. Option C
B. Option A
C. Option B
D. Option D

H": D

Y.

The correct command to scan the nginxlatest image for vulnerabilities and compliance issues using the Prisma Cloud twistcli tool is
shown in Option D. This command uses twistcli images scan with specified parameters for the console address, username, and
password, and it outputs the results to a file named scan- results.json. This allows for the scanning results to be saved and reviewed
i a structured format, which aids in flrther analysis and tracking of vulnerabilities and compliance issues.

ZAE #164
While writing a custom RQL with array objects in the investigate page, which type of auto-suggestion a user can leverage?

A. Auto-suggestion for array objects that are useful for categorization of resource parameters
B. Auto-suggestion for array objects that are useful for comparing between array elements

C. Auto-sugestion for array objects that are useful for comparing between arrays

D. Auto-suggestion is not available for array objects

HEe. D

HE:

The auto suggest works with the operators = and IN . It is not supported for array objects. Use cloud.type attribute to refine the
search results. https:/docs.paloaltonetworks.com/prisma/prisma-cloud/prisma-cloud-rql- reference/rgl-reference/event-query/event-
query-attributes

EE #165
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