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76. Frage
Which statement applies to the malware protection flow of the endpoint agent in Cortex XSIAM?

A. Hash comparisons come after local static analysis.

B. The block list is verified in the final step.

C. Local analysis always happens before a WildFire verdict check.
D. A tile froman allowed signer is exempt from local analysis.

Antwort: A

Begrindung;

In the malware protection flow of the endpoint agent in Cortex XSIAM, hash comparisons are performed after local static analysis.
This ensures that files are first analyzed locally to determine whether they are suspicious or potentially harmful, and then their hash is
compared against known threat intelligence to check for any known malicious files.

77. Frage
What is the result of creating an exception from an exploit security event?

A. User is exempt from generating events for 24 hours.

B. Process from WildFire analysis is whitelisted.

C. Administrators are exempt from generating alerts for 24 hours.

D. Triggered exploit protection module (EPM) for the host and process involved is disabled.

Antwort: D

Begriindung;
Reference: https:/live.paloaltonetworks.comvtS/cortex-xdr-discussions/exception-and-exclusion-tips-amp- trick-best-practices/td-
p/569675

78. Frage
Which two areas of Cortex XDR are used for threat hunting activities? (Choose two.)

A. query builder

B. host insights module

C. indicators of compromise (IOC) rules
D. live terminal

Antwort: A,D



79. Frage
Which step is required to prepare the VDI Golden Image?

A. Review any PE files that WildFire determined to be malicious
B. Set the memory dumps to manual setting

C. Run the VDI conversion tool

D. Ensure the latest content updates are installed

Antwort: A

80. Frage
When initiated, which Cortex XDR capability allows immediate termmnation of the process or whole process tree on an anomalous
process discovered during investigation of a security event?

A. live sensors

B. log stitching
C. file explorer
D. live terminal

Antwort: D
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