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%| &l NVIDIA-Certified Professional NCP-AIl F 2 M ZF 24| (Q182-Q187):

HAE #182

You're deploying a BlueField-2 DPU in a cloud environment and need to ensure the integrity of the DPU's firmware. You want to
verify that the firmware hasn't been tampered with. Which of the following methods provides the strongest level of assurance for
firmware integrity?

A. Comparing the firmware version reported by the DPU with the version listed in the NVIDIA release notes.
B. Checking the file size of the firmware image against a known good value.

C. Using a digitally signed firmware image and verifying the signature using NVIDIA's public key.

D. Checking the MDS5 checksum of the firmware image against a known good value.

E. Verifying the SHA256 checksum of the firmware image against a known good value provided by NVIDIA.

]

o
m

: C

Y.

Digitally signed firmware provides the strongest guarantee of integrity. The signature verifies that the firmware hasn't been tampered
with since it was signed by NVIDIA. SHA256 checksums are good, but digital signatures are cryptographically stronger. MD5
checksuns are considered weak and easily compromised. Firmware version and file size offer minimal assurance against
sophisticated attacks.

AR #183
You are working with a BlueField-3 DPLJ and wish to programmatically control the PCle link speed and width. Which nterface
exposes the most direct way to manage these low-level hardware settings on the DPU?

A. Using the Mellanox mixconfig utility or its equivalent.

B. The standard Linux ethtoor utility.

C. The NVIDIA Management Library (NVML).

D. Directly accessing the PCle configuration space via '/sys/bus/pcv....
E. Modifying the device tree blob (DTB) and rebooting the DP1J.

e A

M.

The 'mixconfig’ utility (or its equivalent for newer BlueField generations) is specifically designed for configuring Mellanox/N VIDIA
network adapters, including BlueField DPUs. It provides access to a wide range of hardware settings, including PCle link speed and
width. NVML is primarily for GPU management, not DPLJ configuration. 'ethtoor manages network interface settings, but not PCle
link parameters. Accessing the PCle configuration space directly is possible but complex and risky. Modifying the DTB is a more
permanent and low-level approach, typically used during initial board configuration, not for runtime adjustments.

EE #184

You encounter a situation where an NVIDIA driver installation fails with the error message "'ERROR: Unable to load the kernel
module nvidia.ko'. This may be because it was built for another kernel...'. Assuming the kernel headers are correctly installed, what
is the most likely cause and solution?

e A, The DKMS module build failed. Solution: Manually rebuild the DKMS module using 'dkims autoinstall'.

e B. The 'nouveau' driver is still loaded. Solution: Blacklist 'nouveau- and reboot.

e (. Secure Boot is enabled, and the NVIDIA kernel module is not signed. Solution: Sign the NVIDIA kernel module with a
machine owner key (MOK).

e D. The systemis running out of disk space in '/tmp'. Solution: Free up space or remount S/tmp' with more space.

e E. The NVIDIA driver version is incompatible with the current kernel version. Solution: Install a compatible driver version.

qY: ACE

Y.

The error message indicates a mismatch between the driver and kernel. This can happen due to incompatibility, unsigned modules
due to Secure Boot, or a failed DKMS build. Installing a compatible version, MOK signing, and rebuilding DKMS are valid
solutions. While nouveau can interfere, the error message points specifically to a module loading problem, making the other options
more likely. Lack of disk space is a less common, but possible, issue.



HEE #185

You're setting up a BlueField-3 DPIJ to offload storage virtualization tasks. Specifically, you want to use SPDK (Storage
Performance Development Kit) on the DP1J. What are the MINIMUM required steps to enable SPDK on the BlueField-3 after the
DPLJ has been flashed with the appropriate OS image? (Select TWO)

¢ A. Enable the SPDK service using 'systemctl enable spdK and 'systemctl start spdk'.

¢ B. Install the SPDK packages using the DPU's package manager (e.g., 'apt install spdk').

¢ C. Configure the network interfaces on the DP1J to support RDMA or NVMe-oF, depending on the desired storage
protocol.

¢ D. Configure the Huge Pages settings in the DPU's kernel to allocate sufficient memory for SPDK.

¢ E. Download and compile the SPDK source code directly on the DPU.

Mg BD

Y.

The minimum steps involve installing the SPDK packages using the DPU's package manager, assuming prebuilt packages are
available, and configuring Huge Pages. SPDK relies heavily on Huge Pages for memory management. While configuring network
interfaces and starting services are important, installing SPDK and configuring Huge Pages are required first steps. Downloading and
compiling from source might be necessary in some cases but not mnimally required if packages are available.

EHE #186

You suspect a power supply issue is causing intermittent GPU failures in a server with four NVIDIAAIOO GPUs. The server is
rated for a peak power consumption of 3000W. You have a power meter available. Which of the following methods provides the
most accurate assessment of the server's power consumption under full GPU load?

e A. Use the power meter to measure the server's power consumption while running a synthetic benchmark that fully utilizes all
GPs simultaneously.

B. Use the power meter to measure the server's power consumption at idle and multiply by four.

C. Add the maximum power rating of each GPU to the CPU's TDP (Thermal Design Power).

D. Run 'nvidia-smi' and sum the reported power consumption for each GPLJ.

E. Check the server's BIOS for power consumption readings.

e A

HE:

Explanation:Measuring power consumption with a power meter while running a synthetic benchmark provides the most accurate
assessment. "nvidia-smi' reports GPU power consumption, but it doesn't account for the power draw of other components (CPU,
memory, etc.). Idle power measurements are irrelevant for assessing peak load. BIOS readings can be unreliable. Simply adding up
component power ratings doesn't account for inefficiencies or dynamic power management.
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