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R #23
What is a primary goal of incorporating threat intelligence into a security architecture?
Response:

A. To focus solely on internal threat intelligence

B. To provide context that improves decision-making and prioritization of response activities
C. To comply with industry-specific regulations only

D. To elimmnate all cybersecurity risks
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‘Which metric is essential for measuring the effectiveness of SOC"s incident response capabilities?
Response:

A. The number of staff parties held annually

B. The total annual budget of the SOC

C. Mean Tine to Detect (MTTD) incidents

D. The number of coffee cups consumed by the team
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Which element is essential to include in an incident response plan?
Response:

A. A clause that eliminates the need for regular plan testing
B. Defined roles and responsibilities for the response team
C. A policy that exempts senior management from conpliance
D. Instructions to conceal security breaches from stakeholders

EX: B

FIRE #26

To design an effective SOC, the planning should include:
(Choose two)

Response:

A. Assumptions that all threats can be equally detected and prevented

B. Identification of key assets and their respective security requirements

C. A fixed set of defenses that do not evolve with the threat landscape

D. Engagement with stakeholders across different business units for their input
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What role does automation play in SOC tool effectiveness?
Response:

A. Tt increases efficiency by automating repetitive and low-level tasks
B. It is only used for communication purposes within the SOC

C. Automation should be avoided as it can lead to missed threats

D. It entirely replaces the need for human analysts
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