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Oracle Cloud Infrastructure 2025 Security Professional Sample Questions
(Q33-Q38):

NEW QUESTION # 33
"A company, ABC, is planning to launch a new web application on OCI. Based on past experiences, they expect a significant surge
in traffic after the launch. You are responsible for ensuring that the application is highly available.
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‘Which step would you perform to achieve this goal?

A. Use a load balancer to distribute incoming traffic evenly across multiple instances of the web application."

B. Implement security controls, such as web application firewalls, to protect against common attack vectors.

C. Configure Cloud Guard to prevent large amounts of traffic from reaching the web application.

D. Use a Virtual Cloud Network (VCN) with subnets, security lists, and routing rules to isolate the web application from the
Internet and other resources.

Answer: A

NEW QUESTION # 34

A company has deployed OCI Zero Trust Packet Routing (ZPR) to secure its network. They have two compute instances, VM1-
01 and VM-02, in a public subnet. VM-01 is tagged with the security attribute app:

vim01, and VM-02 is tagged with app:vim02. The VCN is labeled with network:ven01, The ZPR policy states:

i¥ IPA:metwork:venOl UCN ALLON 2PR:app:vmdl IO0/COMMECT IPR:app:wmd2 ON SPORT 22

OCi Region

‘Main VCN &5

"What is the expected outcome of this policy?

A. Both VM-01 and VM-02 can SSH into each other.

B. VM-02 can SSH into VM-01, but VM-01 cannot SSH into VM-02.
C. VM-01 can SSH into VM-02, but VM-02 cannot SSH into VM-01.
D. Neither VM-01 nor VM-02 can SSH into each other."

Answer: C



NEW QUESTION # 35
Which Oracle Data Safe feature enables the Internal test, development, and analytics teams to operate effectively while minimizing
their exposure to sensitive data?

A. Data encryption

B. Sensitive data discovery
C. Security assessment

D. Data auditing

Answer: B

NEW QUESTION # 36
According to the Oracle Cloud Infrastructure (OCI) Shared Responsibility Model, which statement accurately reflects OCI's
responsibility for security?

A. OCI provides security only for free-tier services; customers secure everything else.
B. Customers are responsible for securing both infrastructure and data.

C. OCI has no security responsibilities; customers need to secure their resources.

D. OCI is responsible for securing the underlying infrastructure but not customer data.

Answer: D

NEW QUESTION # 37

Task 7: Verify the OCI Certificate with Load Balancer

Verify HTTPS connection to the load balancer by running the following command in Cloud Shell curl -k https:/<Public IP of PBT-
CERT-LB-01> Enter the following URL in the web browser:

https//<Public IP of PBT-CERT-LB-01>

If prompted with a certificate error, accept the risk and continue.

Verify web page content by ensuring the text, ""You are visiting Web Server 1" from the index.htiml file is displayed in the browser
See the solution below in Explanation.

Answer:

Explanation:

Task 7: Verify the OCI Certificate with Load Balancer

Step 1: Obtain the Public IP ofthe Load Balancer

* Log in to the OCI Console.

* Navigate toNetworking>Load Balancers.

* Click on PBT-CERT-LB-01.

* Note thePublic IP Addressfrom the load balancer details page.

Step 2: Verify HTTPS Connection Using Cloud Shell

* Open the OCI Cloud Shell from the top-right corner of the OCI Console.

* Run the following command, replacing <Public IP of PBT-CERT-LB-01> with the public IP you noted:

curl -k httpss//<Public IP of PBT-CERT-LB-01>

* Expected output: You should see the text "You are visiting Web Server 1" if the connection is successful. The -k flag ignores
certificate validation errors (common during initial testing with self- signed or newly issued certificates).

* If you encounter an error, ensure the load balancer is active, the listener is configured correctly, and the backend server (PBT-
CERT-VM-01) is reachable.

Step 3: Verify ina Web Browser

* Open a web browser.

* Enter the following URL, replacing <Public IP of PBT-CERT-LB-01> with the public IP you noted:

https7//<Public IP of PBT-CERT-LB-01>

* If prompted with a certificate warning (e.g., due to a self-signed certificate or untrusted CA), accept the risk and proceed (click
"Advanced" and "Proceed" or similar, depending on your browser).

* Verify that the web page displays the text "You are visiting Web Server 1" from the index.htm file created on PBT-CERT-VM-
01.

Step 4: Troubleshoot (if needed)



* Ifthe text is not displayed:

* Check the load balancer health status underBackend Sets>Healthin the OCI Console.

* Ensure the security list PBT-CERT-LB-SL-01 allows port 443 and the compute instance security list allows port 80.
* Verify the Apache service is running on PBT-CERT-VM-01 by SSHing in and running sudo systemctl status httpd.

NEW QUESTION # 38
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