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B #30
With Custom Alerts you are able to configure email alerts using predefined templates so you're notified about specific activity in your
environment. Which of the following outlines the steps required to properly create a custom alert rule?

¢ A. Choose the template you would like to configure, setup how often you would like the alert to run, and then schedule the
alert

¢ B. Create the query for the alert, setup the email template for the alert, and then set the schedule for the alert

e C. Create a new custom template, configure the email template, and then create the custom query for the alert

e D. Choose the template you would like to configure, preview the search results, and then schedule the alert

IEf#: D

fiR .«

These are the steps required to properly create a custom alert rule. Custom Alerts are a feature that allows you to configure email
alerts using predefined templates so you're notified about specific activity in your environment. You can choose from various
templates that cover different use cases, such as suspicious PowerShell activity, network connections to risky countries, etc. You
can also preview the search results of the template before scheduling the alert. You do not need to create the query for the alert,
setup the email template for the alert, or create a new custom template, as these are already provided by the predefined templates.

R #31
The Falcon Detections page will attempt to decode Encoded PowerShell Command line parameters when which PowerShell
Command line parameter is present?

A. -nop

B.-¢e

C. -Hidden
D. -Command

IEf#: D

A -
The Falcon Detections page will attempt to decode Encoded PowerShell Command line parameters when the -Command
parameter is present. The -Command parameter allows PowerShell to execute a specified script block or string. If the script block



or string is encoded using Base64 or other methods, the Falcon Detections page will try to decode it and show the original
command. The -Hidden, -e, and -nop parameters are not related to encoding or decoding PowerShell commands.

HF #32
‘Which of'the following is the proper method to quantify search results, enabling a hunter to quickly sort and identify outliers?

A. Exporting Event Search results to a spreadsheet and aggregating the results

B. Using the "|stats count” command at the end of a search string in Event Search

C. Using the "leval" command at the end of a search string in Event Search

D. Using the "] stats count by" command at the end of a search string in Event Search

Ef#: D

RN -

This is the proper method to quantify search results, enabling a hunter to quickly sort and identify outliers. The stats command is used
to calculate summary statistics on the results of a search or subsearch, such as count, sum, average, etc. The count by option is used
to count the number of events for each distinct value of a field or fields and display themin a table. This can help find rare or
common values that could indicate anomalies or deviations from normal behavior.

HM #33
‘What information is provided when using IP Search to look up an IP address?

A. External IPs only

B. Both internal and external IPs
C. Suspicious IP addresses

D. Internal IPs only

Ef: A

L2

IP Search is an Investigate tool that allows you to look up information about external IPs only. It shows information such as
geolocation, network connection events, detection history, etc. for each external IP address that has communicated with your hosts.
It does not show information about internal IPs, suspicious IPs, or both internal and external IPs.

H #34
The help desk is reporting an increase in calls related to user accounts being locked out over the last few days. You suspect that this
could be an attack by an adversary against your organization. Select the best hunting hypothesis from the following:

A. A publicly available web application has been hacked and is causing the lockouts

B. A password guessing attack is being executed against remote access mechanisms such as VPN
C. Users are locking their accounts out because they recently changed their passwords

D. A zero-day vulnerability is being exploited on a Microsoft Exchange server

IEf#: B

AR :

A hunting hypothesis is a statement that describes a possible malicious activity that can be tested with data and analysis. A good
hunting hypothesis should be specific, testable, and relevant to the problem or goal. In this case, the best hunting hypothesis from the
following is that a password guessing attack is being executed against remote access mechanisis such as VPN, as it explains the
possible cause and method of the user account lockouts in a specific and testable way. A zero-day vulnerability on a Microsoft
Exchange server is too vague and does not explain how it relates to the lockouts. A hacked web application is also too vague and
does not specify how it causes the lockouts. Users locking their accounts out because they recently changed their passwords is not a
malicious activity and does not account for the increase in calls.

B #35
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