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Cisco Designing and Implementing Secure Cloud Access for Users and
Endpoints Sample Questions (Q199-Q204):
NEW QUESTION # 199 
Which industry security frameworks are mentioned as part of cloud security architecture?

A. NIST
B. CISA
C. DISA
D. IEEE

Answer: A,B,C

NEW QUESTION # 200 
DISA's role in cloud security architecture involves:

A. Setting standards for defense-related IT and cybersecurity
B. Managing cloud storage solutions
C. Ensuring cloud services are accessible worldwide
D. Providing entertainment services

Answer: A

NEW QUESTION # 201 
Which tool is specifically designed for analyzing application dependencies and network traffic to ensure security and compliance?

A. Cisco Secure Workload
B. All of the above
C. Cisco Duo
D. Cisco Umbrella

Answer: A

NEW QUESTION # 202 
Refer to the exhibit. An engineer is investigating an unauthorized connection issue using Cisco Secure Cloud Analytics. Which two
actions must be taken? (Choose two.)

A. Reinstall the host from scratch.
B. Inform the incident management team.
C. Validate the IDS logs
D. Block the unwanted IP addresses on the firewall
E. Reinstall the host from a recent backup.

Answer: B,D

Explanation:
The Secure Cloud Analytics alert indicates suspicious heartbeat-based connections from an internal server (ip-
10-201-0-16) to multiple suspicious IPs over UDP/port 53 (DNS). This behavior suggests command-and- control (C2) activity or
botnet communications.
B: Alerting the incident response (IR) team is a critical next step in escalating a verified threat as per SCAZT Section 6 (Threat
Response, Pages 114-117).
D: Blocking the identified malicious IPs on perimeter firewalls or network access control devices is an appropriate containment step
to disrupt communication.
Reinstallation (A/E) is premature without a full forensic investigation. Validating IDS logs (C) is useful but not immediate response-
focused compared to actions B and D.
Reference: Designing and Implementing Secure Cloud Access for Users and Endpoints (SCAZT), Section 6, Pages 114-117



NEW QUESTION # 203 
The process of analyzing telemetry reports helps in:

A. Reducing the efficiency of security operations
B. Focusing solely on external threats
C. Ignoring critical security alerts
D. Determining the scope and impact of a security threat

Answer: D

NEW QUESTION # 204
......
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