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¢ Endpoint Security Management: This domain addresses managing endpoint prevention profiles and
=x 1 policies, validating agent operational states, and assessing the impact of agent versions and content
updates.
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¢ Incident Handling and Response: This domain focuses on investigating alerts using forensics, causality
chains and timelines, analyzing security incidents, executing response actions including automated

=2 A . .
remediation, and managing exclusions.

¢ Data Analysis: This domain encompasses querying data with XQL language, utilizing query templates and
libraries, working with lookup tables, hunting for IOCs, using Cortex XDR dashboards, and understanding

F=A 3 . .
data retention and Host Insights.

o Alerting and Detection Processes: This domain covers identifying alert types and sources, prioritizing alerts
=X 4 through scoring and custom configurations, creating incidents, and grouping alerts with data stitching
techniques.

Z| &l Security Operations XDR-Analyst 2 MEE X (Q70-Q75):

B2 #70
Which statement is true for Application Exploits and Kernel Exploits?

A. The ultimate goal of any exploit is to reach the kernel.

B. Kernel exploits are easier to prevent then application exploits.
C. Application exploits leverage kernel vulnerability.

D. The ultimate goal of any exploit is to reach the application.

HE: A

dY:

The ultimate goal of any exploit is to reach the kernel, which is the core component of the operating system that has the highest level
of privileges and access to the hardware resources. Application exploits are attacks that target vulnerabilities in specific applications,
such as web browsers, email clients, or office suites. Kernel exploits are attacks that target vulnerabilities in the kernel itself] such as
memory corruption, privilege escalation, or code execution. Kernel exploits are more difficult to prevent and detect than application
exploits, because they can bypass security mechanisis and hide their presence from the user and the system Reference:

Palo Alto Networks Certified Detection and Remediation Analyst (PCDRA) Study Guide, page 8 Palo Alto Networks Cortex
XDR Documrentation, Exploit Protection Overview

AEE#T1
When selecting multiple Incidents at a time, what options are available from the menu when a user right-clicks the incidents? (Choose

¢ A Investigate several Incidents at once.
¢ B. Change the status of multiple incidents.
¢ C. Assign incidents to an analyst in bulk.
¢ D. Delete the selected Incidents.

de: BC

Y.

When selecting multiple incidents at a time, the options that are available from the menu when a user right-clicks the incidents are:
Assign incidents to an analyst in bulk and Change the status of multiple incidents. These options allow the user to perform bulk
actions on the selected incidents, such as assigning them to a specific analyst or changing their status to open, in progress, resolved,
or closed. These options can help the user to manage and prioritize the incidents more efficiently and effectively. To use these
options, the user needs to select the incidents from the incident table, right-click on them, and choose the desired option from the
menu. The user can also use keyboard shortcuts to perform these actions, such as CtrH-A to select all incidents, CtrH-Shift+A to
assign incidents to an analyst, and CtrH-Shift+S to change the status of incidents12 Reference:

Assign Incidents to an Analyst in Bulk

Change the Status of Multiple Incidents

EE #72



Which license is required when deploying Cortex XDR agent on Kubernetes Clusters as a DaemonSet?

A. Host Insights

B. Cortex XDR Pro per Endpoint
C. Cortex XDR Pro per TB

D. Cortex XDR Cloud per Host

HE: D

MY

‘When deploying Cortex XDR agent on Kubernetes clusters as a DaemonSet, the license required is Cortex XDR Cloud per Host.
This license allows you to protect and monitor your cloud workloads, such as Kubernetes clusters, containers, and serverless
functions, using Cortex XDR. With Cortex XDR Cloud per Host license, you can deploy Cortex XDR agents as DaemonSets on
your Kubernetes clusters, which ensures that every node in the cluster runs a copy of the agent. The Cortex XDR agent collects and
sends data from the Kubernetes cluster, such as pod events, container logs, and network traffic, to the Cortex Data Lake for
analysis and correlation. Cortex XDR can then detect and respond to threats across your cloud environment, and provide visibility
and context into your cloud workloads. The Cortex XDR Cloud per Host license is based on the number of hosts that run the
Cortex XDR agent, regardless of the number of containers or finctions on each host. A host is defined as a virtual machine, a
physical server, or a Kubernetes node that runs the Cortex XDR agent. You can read more about the Cortex XDR Cloud per Host
license and how to deploy Cortex XDR agent on Kubernetes clusters herel and here2. Reference:

Cortex XDR Cloud per Host License

Deploy Cortex XDR Agent on Kubernetes Clusters as a DaemonSet

HE#73
Where would you go to add an exception to exclude a specific file hash from examination by the Malware profile for a Windows
endpoint?

e A Inthe Action Center, choose Allow list, select new action, select add to allow list, add your hash to the list, and apply i.

¢ B. From the rules menu select new exception, fill out the criteria, choose the scope to apply it to, hit save.

¢ C. Find the Malware profile attached to the endpoint, Under Portable Executable and DLL Examnation add the hash to the
allow list.

¢ D. Find the exceptions profile attached to the endpoint, under process exceptions select local analysis, paste the hash and
save.

HE. A

HE:

To add an exception to exclude a specific file hash from examination by the Malware profile for a Windows endpoint, you need to
use the Action Center in Cortex XDR. The Action Center allows you to create and manage actions that apply to endpomnts, such as
adding files or processes to the allow list or block list, isolating or unisolating endpoints, or initiating live terminal sessions. To add a
file hash to the allow list, you need to choose Allow list, select new action, select add to allow list, add your hash to the list, and
apply it. This will prevent the Malware profile from scanning or blocking the file on the endpoints that match the scope of the action.
Reference: Cortex XDR 3: Responding to Attacks1, Action Center2

A2 #74
What are two purposes of "Respond to Malicious Causality Chains” in a Cortex XDR Windows Malware profile? (Choose two.)

A. Automatically kill the processes involved in malicious activity.

B. Automatically block the IP addresses nvolved in malicious traffic.
C. Automatically terminate the threads involved in malicious activity.
D. Automatically close the connections involved in malicious traffic.

HY: AB
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