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ISACA Certified Data Privacy Solutions Engineer 58 X CDPSE &f B i &
(Q92-Q97):

H #92
‘Which of'the following zones within a data lake requires sensitive data to be encrypted or tokenized?

A. Raw zone

B. Trusted zone
C. Temporal zone
D. Clean zone

EfE: C

HM #93
Which of the following is the BEST way to explain the difference between data privacy and data security?

A. Data privacy stens from regulatory requirements, while data security focuses on consumer rights.
B. Data privacy protects users from unauthorized disclosure, while data security prevents compromise.
C. Data privacy is about data segmentation, while data security prevents unauthorized access.

D. Data privacy protects the data subjects, while data security is about protecting critical assets.

IEf#: B
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Explanation

Data privacy and data security are related but distinct concepts that are both essential for protecting personal data. Data privacy is
about ensuring that personal data are collected, used, shared and disposed of in a lawfll, fair and transparent manner, respecting the
rights and preferences of the data subjects. Data privacy also involves implementing policies, procedures and controls to comply
with data protection laws and regulations, such as the General Data Protection Regulation (GDPR) or the California Consumer
Privacy Act (CCPA).

Data privacy protects users from unauthorized disclosure of their personal data, which may result in harm, such as identity theft,
fraud, discrimination or reputational damage.

Data security is about safeguarding the confidentiality, integrity and availability of data from unauthorized or malicious access, use,
modification or destruction. Data security also involves implementing technical and organizational measures to prevent or mitigate
data breaches or incidents, such as encryption, authentication, backup or incident response. Data security prevents compromise of
data, which may result in loss, corruption or disruption of data.

References:

The Difference Between Data Privacy and Data Security - ISACA, section 1: "Data privacy is focused on the use and governance
of personal data-things like putting policies in place to ensure that consumers' personal information is being collected, shared and
used in appropriate ways." Practical Data Security and Privacy for GDPR and CCPA - ISACA, section 1: "Data security is the
practice of protecting digital information from unauthorized access, corruption or theft throughout its life cycle.”

H #94
‘Which of the following is the best reason for a health organization to use desktop virtualization to implement stronger access control

to systers containing patient records?

e A Unlimited functionalities and highly secured applications
e B. Limited functions and capabilities of a secured operating environment
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e C. Monitored network activities for unauthorized use
¢ D. Improved data integrity and reduced effort for privacy audits

IEf: C

H #95
‘Which of the following would BEST ensure privacy when utilizing Al-based technologies?

e A Masking

¢ B. Encryption

¢ C. Minimization

¢ D. Pseudonymization

Ef: C

R -

Data minimization requires collecting and using only what is necessary for the stated purpose-directly limiting privacy risk in Al
development and use. Encryption (A) and masking (D) protect data post-collection, and pseudonymization (B) reduces identifiability
but does not limit collection or use. Minimization addresses privacy by default at the source.

"Collect and process no more personal data than necessary for the specified purpose."

R #96
‘When using anonymization techniques to prevent unauthorized access to personal data, which of the following is the MOST
important consideration to ensure the data is adequately protected?

A. The data must be protected by multi-factor authentication.

B. The key must be a combination of alpha and numeric characters.

C. The key must be kept separate and distinct from the data it protects.

D. The data must be stored in locations protected by data loss prevention (DLP) technology.

Ef#: C
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Anonymization is a technique that removes or modifies personal data in such a way that it can no longer be attributed to a specific
data subject. Anonymization can be achieved by various methods, such as encryption, pseudonymization, aggregation,
generalization, etc. When using anonymization techniques to prevent unauthorized access to personal data, the most important
consideration to ensure the data is adequately protected is that the key must be kept separate and distinct from the data it protects.
The key is a piece of information that is used to reverse the anonymization process and restore the original personal data. The key
must be stored and managed in a secure location that is different from where the anonymized data is stored and processed. This
way, even if the anonymized data is compromised, the key cannot be accessed or used to re-identify the data subjects. Reference: :
CDPSE Review Manual (Digital Version), page 29
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