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Scenario 3 (continued):

ArBank is a financial institution located in Brussels, Belgium, which offers a diverse range of banking and investment servicesto its
clients. To ensure the continual improvement of its operations, ArBank has implemented a quality management system QMS based
on ISO 9001 and an artificial intelligence management system AIMS based on the requirements of ISO/IEC
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42001.

Audrey, an experienced auditor, led an internal audit focused on the AIMS within ArBank. She assessed the chatbots integrated into
thebank's website and mobile app, analyzing communications using big data technology to identify potential noncompliance, fraud,
orunethical conduct. Instead of relying solely on the information provided by the chatbots, Audrey sought out evidence that would
eitherconfirm or challenge the validity of the data, ensuring her conclusions were based on reliable and accurate information. Her
review ofSelected chatbot interactions confirmed they met their intended purpose.

For the specific context of ArBank's operations, Audrey utilized an Al system to assess the efficiency of the bank's digital
infrastructure, focusing on tasks critical to the Finance Department. This Al system was able to analyze the functionality of chatbots
integrated intoArBank's website and mobile app to determine if it adheres to ISO/IEC 42001 requirements and internal policies
governing customerservice in the banking sector.

In addition, Audrey conducted a deeper assessment of the bank's AIMS. Her evaluation included observing different stages of the
AIMSIife cycle, from development to deployment, to ensure that roles and responsibilities were clearly defined and aligned with
ArBank'soperational goals. She also evaluated the tools used to monitor and measure the performance of the AIMS.

Audrey continued the audit process by auditing ArBank's outsourced operations. Upon checking the contractual agreements
between thetwo parties, Audrey decided that there was no need to gather audit evidence regarding the contractual agreement. She
reviewed thecompany's processes for monitoring the quality of outsourced operations, determined whether appropriate governance
processes are inplace with regard to the engagement of outsourced persons or organizations, and reviewed and evaluated the
company's plans in case ofexpected or unexpected termination of the outsourcing agreement.

Based on the scenario above, answer the following question:

Question:

Based on Scenario 3, which of the following Al technologies did Audrey employ to assess the efficiency of the bank's digital
mfrastructure?

A. An expert system

B. Semantic algorithms

C. Artificial neural networks
D. An autonomous system

e C

HE:

Audrey usedArtificial Neural Networks (ANNS).

Artificial neural networks are Al technologies capable of pattern recognition, data classification, and anomaly detection in large
datasets, which is essential when assessing chatbot performance.

* ISO/IEC 22989:2022 Clause 6.6states:"ANNs are Al systerms inspired by biological neural networks, useful for analyzing
structured and unstructured data."

* ISO/IEC 42001 indirectly refers to using appropriate Al systens for monitoring and assessing Al performance in Clause 8.1
(Operational Controls).

Reference: ISO/IEC 22989:2022 Clause 6.6; ISO/IEC 42001:2023 Clause 8.1 (Operational Controls).

EE #195

Based on Scenario 6, which aspect of assigning roles and responsibilities to the audit team is incorrect?

Scenario 6: AfrinovAl, based in Nairobi, Kenya, develops Al tools to improve agriculture in Africa. The company uses Al to address
challenges faced by African farmers, offering tools for analyzing satellite images to monitor crop health, predicting pest and disease
outbreaks, and automating irrigation to use water more efficiently.

AfiinovAl has implemented an artificial intelligence management system AIMS based on ISO/IEC 42001, reflecting its commitment
to ethical and effective management practices in its Al solutions.

AfiinovAl is undergoing a certification audit to obtain certification against ISO/IEC 42001. Samuel, an expert in Al technologies and
management systens, is heading the audit team. Before mitiating the audit process, Samuel reviewed and approved the audit plan,
which served as a basis for the agreement between the certification body and the auditee.

During the stage 1 audit, the audit team focused on a detailed evaluation of AffinovAl's documented information, critically assessing
both their format and content.

Samuel held a meeting with his team to prepare for the stage 2 audit. During this meeting, responsibilities were allocated among team
members, assigning specific processes, flnctions, sites, areas, or activities based on each auditor's expertise and the audit
requirenents. He also assigned auditing roles to technical experts to leverage their specialized knowledge in specific areas.

In the stage 2 audit, Samuel and his team held an opening meeting during which Sanuel explained how the audit activities will be
undertaken. AffinovAl's also participated in the meeting. Afterward, the audit team conducted on-site activities to closely inspect the
physical locations of the audited processes. The interviewed individuals from the auditee's personnel regarding the AIMS and
observed some of the operations of the auditee. They also used sampling and technical verification to assess the implementation of
Al-related controls, verify compliance with established procedures, and identify any gaps in adherence to the AIMS requirements.



They skipped the review of documented information related to the AIMS since some documents had already been reviewed during
the stage 1 audit. This comprehensive approach ensured a thorough evaluation of AfrinovAl's AIMS against the ISO/IEC 42001.

A. Assigning team members based on their expertise

B. Assigning auditing roles to technical experts

C. Assigning functions based on audit scope

D. Not including guides during the assignment of roles and responsibilities

HE: D

Y.

According to ISO 19011:2018, Clause 6.2.2 and ISO/IEC 17021-1:2015, the audit team leader should ensure that all roles and
responsibilities are defined, including the need for guides or observers, especially in complex audits or when technical support is
necessary.

Guides are individuals appointed by the auditee to assist the audit team - for example, to facilitate access, communication, or
clarification. Not considering the inclusion of guides in the role assignment process may result in inefficiencies during the audit,
especially in cross-finctional or technical environments.

Reference:

ISO 1901122018, Clause 6.2.2 - Assigning Responsibilities

ISO/IEC 17021-1:22015, Clause 9.1.6 - Use of guides and technical experts PECB ISO/IEC 42001 Lead Auditor Guide - Section:
Team Coordination and Role Assignment Certainly! Below is the response to Question No. 50 from Scenario 6, presented in the
required format with a detailed explanation and appropriate references.

HE #196

Scenario 5 (continued):

Scenario 5: Aizoia, located in Washington, DC, has revolutionized data analytics, software development, and consulting by
usingadvanced Al algorithms. Central to its success is an Al platform adept at deciphering complex datasets for enhanced insights.
To ensure that its Al systens operate effectively and responsibly, Aizoia has established an artificial intelligence management system
AIMS basedon ISO/IEC 42001 and is now undergoing a certification audit to verify the AIMS's effectiveness and compliance with
ISO/IEC 42001.

Robert, one of the certification body's full-time employees with extensive experience in auditing, was appointed as the audit team
leaderdespite not receiving an official offer for the role. Understanding the critical importance of assembling an audit team with
diverse skills and knowledge, the certification body selected competent individuals to form the audit team. The certification body
appointed a team ofSeven members to conduct the audit after considering the specific conditions of the audit mission and the
required competencies.

Initially, the certification body, in cooperation with Aizoia, defined the extent and boundaries of the audit, specifying the sites
(whetherphysical or virtual), organizational units, and the activities for review. Once the scope, processes, methods, and team
composition hadbeen defined, the certification body provided the audit team leader with extensive information, including the audit
objectives anddocumented details on the scope, processes, methods, and team compositions.

Additionally, the certification body shared contact details of the auditee, including locations, time frames, and the duration of the
auditactivities to be conducted. The team leader also received information needed for evaluating and addressing identified risks
andopportunities for the achievement of the audit objectives.

Before starting the audit, Robert wrote an engagement letter, introducing hinself'to Aizoia and outlining plans for scheduling
mitialcontact. The initial contact aimed to confirm thecommunication channels, establish the audit team's authority to conduct the
audit, andsummarize the audit's key aspects, such as objectives, scope, criteria, methods, and team composition. Duringthis first
meeting, Robertemphasized the need for access to essential information that would help to conduct the audit.

Moreover, audit logistics, such as scheduling, access, health and safety arrangements, observer attendance, and the need for guides
orinterpreters, were thoroughly planned. The meeting also addressed areas of interest or concern, preemptively resolving potential
issuesand finalizing any matters related to the audit team composition.

As the audit progressed, Robert recognized the complexity of Aizoia's operations, leading him to conclude that a review of its Al-
relateddata governance practices was essential for compliance with ISO/IEC 42001. He discussed this need with Aizoia's
management,proposing an expanded audit scope. After careflll consideration, they agreed to conduct a thorough review of the Al
data governancepractices, but there was no mutual decision to officially change the audit scope. Consequently. Robert decided to
proceed with the auditbased on the original scope, adhering to the initial audit plan, and documented the conversation and decision
accordingly.

Based on the scenario above, answer the following question:

Question:

Based on Scenario 5, did the certification body provide all the necessary information to conduct the audit to the audit team leader?



e A Yes, all the necessary information was provided to the audit team leader
¢ B. No, the audit team leader did not receive details on the audit tean's training requirements
¢ C. No, information on the resources necessary to conduct the audit was not provided

HE: A

Y.

The certification body providedall the necessary information, including scope, objectives, methods, contact information, and risks.

* ISO/IEC 17021-12015 Clause 9.2.3.1and ISO/IEC 42001:2023 Clause 9.2 state that the certification body must equip the audit
team leader with sufficient mformation for audit planning and execution.

* TheLead Auditor Study Materialconfirms:"Audit planning must be supported by complete and verified information provided by the
certification body." Reference:ISO/IEC 17021-1:2015 Clause 9.2.3.1; ISO/IEC 42001:2023 Clause 9.2.

HAE #197

A tech company has decided to apply ISO/IEC 42001 specifically to integrate the AIMS with existing management systerns, such as
the Information Security Management System and the Business Continuity Management System. Which part of ISO/IEC 42001
should the company use as guidance on aligning the AIMS with these systems to ensure cohesive objectives, streamlined processes,
and unified documentation?

e A AnnexB
e B. AmexD
o C.AnmnexC

HE: A

MY

Annex B of ISO/IEC 42001:2023 provides detailed guidance on the integration of AIMS with other management systems. It
supports harmonization with existing systens, such as:

ISO/IEC 27001 (Information Security Management System)

ISO 22301 (Business Continuity Management System)

ISO 9001 (Quality Management System)

Annex B promotes the use of a high-level structure (HLS), aligned terminology, and a risk-based approach to enable mtegrated
planning, unified documentation, and cohesive objectives across systerns.

Option B (Annex C) relates to additional implementation guidance for Al-specific controls.

Option C (Annex D) does not exist in ISO/IEC 42001.

Reference:

ISO/IEC 42001:2023, Annex B - Integration with other management system standards ISO/IEC Directives Part 1 - Harmonized
Structure (Annex L) PECB Lead Auditor Study Guide, Chapter 3 - Integration of AIMS with existing management systems

EE #198
Which of'the following is NOT a common feature shared by Al systems?

o A. Infallible
e B. Contextual
e (. Interactive

HE: A

Y.

Al systens are often described as:

Interactive - They interact with users or their environment (e.g., via input/output mechanisis).

Contextual - They operate within and adapt to specific contexts, often requiring contextual understanding,

Infallible - This is a misleading term. No Al system is infallible. Al systens are prone to errors, limitations in training data, algorithmic
bias, and decision uncertainty.

Therefore, "infallible" is NOT a common or realistic feature of Al systems.

Reference:

ISO/IEC 229892022 - Artificial Intelligence - Concepts and terminology, Clause 3.3: General Al capabilities [SO/IEC
42001:2023, Annex A - Emphasizes the importance of risk, uncertainty, and human oversight, further confirmng that Al systems are
not infallible.
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