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Topic Details

Topic 1
Managing an NC2 on AWS Environment: This exam component tests your understanding of node and
cluster management tasks, along with your ability to oversee cluster and cloud resource health.

Topic 2
Prepare the AWS cloud environment: This exam segment evaluates your ability to set up the AWS cloud
environment, initiate NC2 service subscription, establish implementation criteria, and recognize networking
prerequisites.

Topic 3
Configuring an NC2 on AWS Environment: This section examines your proficiency in setting up cloud
networking and security measures, as well as addressing connectivity issues.

Topic 4
Deploying an NC2 on AWS Environment: This portion assesses your knowledge of cloud cluster
deployment, cloud provider network configuration, and your skills in addressing cluster deployment
challenges.

Nutanix Certified Professional - Cloud Integration - AWS Sample Questions
(Q132-Q137):
NEW QUESTION # 132 
Exhibit.

What action is taken against the Condemned node shown in the exhibit?

A. The node has a power reset sent to it.
B. The node is restarted.
C. The node is powered off.
D. The node Is automatically replaced.

Answer: A

Explanation:
When a node is marked as "Condemned," it indicates that the system has determined that the node is no longer reliable for
operations. As part of the automated recovery and protection process, the following action is typically taken:
The node has a power reset sent to it (Answer A):
In most cases, a condemned node undergoes a power reset as an initial recovery attempt. This action attempts to reboot the node to
bring it back to a healthy state. If the reset fails, further manual or automated steps may be required to address the hardware or
software issue.
Reference:
Nutanix Cluster Management Documentation
Nutanix Support Knowledge Base

NEW QUESTION # 133 
An administrator has noticed the company's NC2 free trial expired 60 days ago.
What should the administrator do to continue using all of the NC2 features on existing clusters?

A. Contact the AWS cloud vendor.
B. Contact Nutanix support to redeploy the cluster.
C. Switch to a paid subscription plan.
D. Nothing. The clusters will have full feature support.



Answer: C

NEW QUESTION # 134 
An administrator is tasked with deploying a VM in an NC2 cluster on AWS that needs to by accessed by resources within the on-
premises datacenter.
The cluster has the following characteristics:
* 8 nodes
* Resides in the us-east-1a Availability Zone
* Contains 13 Subnets
* Has access to a Direct Connect connection
* Subnet that the User VM (UVM) is being deployed to:UserVM_subnet
There are multiple VMs within the cluster and the UserVM_subnet has access to the on-premises resources.
The administrator deploys the machine, but communication is not possible.
What is the most likely resolution for this situation?

A. The AWS User Management Security Group requires the new application's ports adding to and traffic
B. The AWS UVM Security Group requires the new application's ports adding to inbound traffic.
C. The AWS Internal Management Security Group requires the new application's ports adding to outbound traffic.
D. The AWS IGW requires the new application's ports adding to inbound traffic.

Answer: B

Explanation:
For a VM deployed in an NC2 cluster on AWS to be accessed by resources within the on-premises datacenter, the security group
associated with the User VM (UVM) subnet must allow inbound traffic on the specific ports required by the application.
If the security group rules do not permit inbound traffic on these ports, the communication will fail, even if other network
configurations are correct.
The administrator should ensure that the UVM Security Group includes rules to allow inbound traffic for the application's required
ports, facilitating proper communication between the VM and on-premises resources.
Reference:
Refer to the AWS documentation on security group configurations and Nutanix NC2 documentation for details on configuring
network access and security group rules.

NEW QUESTION # 135 
An administrator is tasked with adding an AWS account to the NC2 console. A requirement is to configure an AWS IAM user with
the appropriate permissions.
Which permission must be assigned to the user?

A. AmazonEC2FullAccess
B. AmazonEC2ReadOnlyAccess
C. lAMFullAccess
D. lAMReadOnlyAccess

Answer: A

Explanation:
To add an AWS account to the NC2 console, an AWS IAM user needs to be configured with the appropriate permissions to
manage the EC2 resources. The required permission for the IAM user includes full access to manage EC2 instances, volumes, and
related resources.
AmazonEC2FullAccess:
This permission grants full access to all EC2 resources, including the ability to create, modify, and delete instances, volumes, security
groups, and more.
Essential for NC2 operations to manage the lifecycle of EC2 instances and associated components within the AWS environment.
Why Not Other Permissions:
IAMFullAccess: Grants full access to IAM resources but not specifically needed for EC2 operations.
IAMReadOnlyAccess: Only provides read access to IAM resources, insufficient for managing EC2 instances.
AmazonEC2ReadOnlyAccess: Provides read-only access to EC2 resources, insufficient for creating or modifying instances and
other resources.
Reference:



AWS IAM Policies Documentation
Nutanix Cloud Clusters on AWS Administration Guide
Nutanix Best Practices for IAM User Permissions

NEW QUESTION # 136 
An administrator is deploying Flow Virtual Networking (FVN) for an NC2 cluster on AWS and discovers that two additional
subnets are required in addition to the native AWS networking. Which two subnets should the administrator ensure are added during
the deployment of FVN? (Choose two.)

A. Flow Virtual Networking subnet on bare-metal nodes.
B. Prism Central subnet on Prism Element.
C. Transit subnet on Prism Central.
D. Prism Element subnet on Prism Central.

Answer: B,C

Explanation:
Integrating Flow Virtual Networking (FVN) into an NC2 cluster necessitates the creation of specific management and transit subnets
to coordinate the overlay traffic. The administrator must ensure that aPrism Central subnet is configured on the Prism Elementside to
facilitate the management link between the cluster nodes and the centralized management instance. Additionally, aTransit subnet must
be configured on Prism Central. This transit subnet is critical because it houses the virtual routing components and gateways that
manage traffic flow between different VPCs and the external network. By establishing these two subnets, the administrator provides
the necessary control plane and data plane paths for the FVN overlay to communicate effectively with the underlying AWS
infrastructure and the broader Nutanix management ecosystem.

NEW QUESTION # 137
......
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