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GIAC Red Team Professional Sample Questions (Q126-Q131):
NEW QUESTION # 126 
In the context of discovery, what is the purpose of a reverse DNS lookup?
Response:

A. To find the hostname associated with an IP address
B. To determine the physical location of a host
C. To detect the presence of a firewall
D. To identify the services running on a host

Answer: A

NEW QUESTION # 127 
In adversary emulation, which of the following is critical for effective testing?
Response:

A. Penetration testing tools without real-world context
B. Use of real-world attacker TTPs
C. Emulation of internal threats only
D. Random testing methods
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Answer: B

NEW QUESTION # 128 
Which aspects are crucial in the planning phase of a red team engagement?
Multiple Correct Answers
Response:

A. Understanding the target environment's normal behaviors and patterns
B. Ensuring there is a robust plan for data exfiltration
C. Selecting team members based solely on their hacking skills
D. Securing legal authorization and clear rules of engagement

Answer: A,D

NEW QUESTION # 129 
What is the primary goal of a Kerberoasting attack in Active Directory?
Response:

A. To perform network reconnaissance
B. To capture and decrypt user traffic
C. To escalate privileges by cracking service account passwords
D. To gain direct access to the domain controller

Answer: C

NEW QUESTION # 130 
Which two protocols are commonly used for service enumeration?
(Choose two)
Response:

A. RDP
B. SMB
C. DNS
D. SSH

Answer: A,B

NEW QUESTION # 131
......
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