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Cisco Designing and Implementing Enterprise Network Assurance 300-445
Prüfungsfragen mit Lösungen (Q12-Q17):
12. Frage 
You want to create an endpoint label that automatically includes all Endpoint Agents connected to your corporate network. If your
agents are named using the format agentname-network, what filter would you use in the hostname field to achieve this?

A. -corporate
B. There is no wildcard configuration available
C. agentname-
D. agent*corporate

Antwort: A

Begründung:
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In theDesigning and Implementing Enterprise Network Assurance (300-445 ENNA)framework, managing a large-scale deployment
of Endpoint Agents requires efficient categorization throughAgent Labels
. Agent labels are used to group agents for targeted test assignment and data filtering based on specific attributes like location, OS,
or naming conventions.
ThousandEyes supports the use ofwildcards (specifically the * symbol)within label filters to allow for dynamic and scalable grouping.
In this scenario, the organization has adopted a naming convention of agentname-network. To capture all agents connected to the
"corporate" network regardless of the unique agentname prefix, the engineer should use the filter*-corporate(Option A) in the
hostname or agent name field. The asterisk functions as a placeholder for any string of characters, ensuring that any agent ending with
"-corporate" is automatically added to the label as soon as it registers with the ThousandEyes platform.
Other options are incorrect for the following reasons:
* agentname-* (Option B):This would only match agents that literally start with the string "agentname-
", which is a placeholder and not a representative filter for a group of uniquely named agents.
* agent*corporate (Option C):This filter is overly broad and lacks the specific hyphen delimiter used in the organization's naming
convention, potentially leading to the inclusion of unintended agents.
* No wildcard (Option D):Wildcards are a documented and essential feature of the ThousandEyes label system to facilitate
automated management in enterprise environments.
By implementing wildcard-based labels, the network administrator ensures that new agents are seamlessly integrated into the
assurance strategy without the need for manual manual intervention.

13. Frage 
What is a crucial consideration when determining the location of network agents for security purposes?

A. Availability of meeting rooms
B. Distance from employee workstations
C. Proximity to critical infrastructure
D. Access to natural light

Antwort: C

Begründung:
Placing network agents near critical infrastructure enhances security monitoring and threat detection capabilities.

14. Frage 
Which deliverables are recommended for app/dev teams based on network assurance data interpretation?

A. Security incident reports
B. API usage statistics
C. Application performance reports
D. Network topology diagrams
E. Performance dashboards
F. Latency analysis reports

Antwort: B,C,E

Begründung:
Performance dashboards, application performance reports, and API usage statistics are recommended deliverables for app/dev
teams based on network assurance data interpretation, providing insights for optimizing application performance and user
experience.

15. Frage 
What is the primary purpose of implementing synthetic web tests?

A. Testing network infrastructure
B. Monitoring web application performance
C. Analyzing browser waterfalls
D. Assessing security vulnerabilities

Antwort: B



Begründung:
The primary purpose of implementing synthetic web tests is to monitor web application performance, identifying issues such as
latency and downtime proactively.

16. Frage 
Which security issue affecting network performance can be identified by analyzing BGP routing data?

A. DNS hijacking
B. DDoS attacks
C. Route leaking
D. BGP hijacking

Antwort: D

Begründung:
BGP hijacking is a security issue affecting network performance that can be identified by analyzing BGP (Border Gateway Protocol)
routing data. BGP hijacking occurs when an unauthorized party announces IP address prefixes that they do not own, diverting traffic
intended for those addresses to unauthorized destinations, leading to network congestion and performance degradation.

17. Frage
......
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