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Topic Details

Topic 1
Reports: This domain explains the use of reports, charts, and datasets for presenting security intelligence,
covers report configuration to meet organizational requirements, and includes troubleshooting report
generation problems.

Topic 2
Log Analysis: This domain focuses on examining and interpreting logs, events, and incidents, using
FortiView dashboards and widgets for data visualization, and diagnosing report generation issues.

Topic 3
Features and concepts: This domain covers FortiAnalyzer's integration with Security Fabric for log
collection, the technical processes of log data flow, normalization and parsing, and the SOC features
available for security monitoring and analysis.

Topic 4

SOC operation and automation: This domain addresses configuring events and event handlers, setting up
incidents and indicators for threat tracking, configuring playbooks and fabric automation for orchestrated
responses, and troubleshooting automation workflow issues.

Fortinet FCP - FortiAnalyzer 7.6 Analyst Sample Questions (Q40-Q45):
NEW QUESTION # 40 
Which two actions should you take to view compromised hosts on FortiAnalyzer? (Choose two.)

A. Enable device detection on FortiGate devices that are sending logs to FortiAnalyzer.
B. Subscribe FortiAnalyzer to FortiGuard to keep its local threat database up to date.
C. Enable web filtering in firewall policies on FortiGate devices, and make sure the FortiGate logs are sent to FortiAnalyzer.
D. Subscribe to the Outbreak Detection Service so that the FortiAnalyzer has the latest event handlers.

Answer: B,C

Explanation:
In order to configure IOC, you require the following:
* A one-year subscription to IOC. Note that FortiAnalyzer does include an evaluation license, but it is restrictive and only meant to
give you an idea of how the feature works.
* A web filter services subscription on FortiGate device(s)
* Web filter policies on FortiGate device(s) that send traffic to FortiAnalyzer

NEW QUESTION # 41 
After generating a report, you notice the information you where expecting to see is not included in it.
However, you confirm that the logs are there.

A. Test the dataset
B. Disable auto-cache.
C. Check the time frame covered by the report.
D. Increase the report utilization quota.

Answer: A,C

Explanation:
When a generated report does not contain the expected information even though the logs are confirmed to be present, it typically
indicates an issue with the report's configuration. There are a few common reasons this might happen:
* Option A - Check the Time Frame Covered by the Report:
* Reports are generated based on a specific time frame. If the report's time frame does not cover the period when the relevant logs
were collected, those logs won't appear in the report output.
Verifying and adjusting the time frame is essential to ensure the report includes all relevant data.
* Conclusion: Correct.
* Option B - Disable Auto-Cache:
* Auto-cache is designed to improve report generation speed by using cached data. Disabling auto- cache would typically only be
relevant if the report is pulling outdated data from cache, but it doesn't directly affect whether specific logs are included in a report.



* Conclusion: Incorrect.
* Option C - Increase the Report Utilization Quota:
* The report utilization quota is related to the resource limits for generating reports. It does not directly influence whether certain data
appears in a report. Increasing this quota would help only if there are resource issues preventing the report from completing, not if
specific logs are missing from the report.
* Conclusion: Incorrect.
* Option D - Test the Dataset:
* Datasets determine which logs and data fields are pulled into the report. If a dataset is configured incorrectly or does not include
the required log fields, it could lead to missing information.
Testing the dataset allows you to verify that it's correctly configured and pulling the expected data.
* Conclusion: Correct.
Conclusion:
* Correct Answer: A. Check the time frame covered by the report and D. Test the dataset.
* These steps directly address the issues that could lead to missing information in a report when logs are available but not displayed.
References:
FortiAnalyzer 7.4.1 documentation on report generation settings, time frames, and dataset configuration for accurate report results.

NEW QUESTION # 42 
Exhibit. What can you conclude from this output?

A. Archive logs are using more space than analytic logs.
B. FGT_B is the Security Fabric root.
C. The allocated disk quote to ADOM1 is 3 GB.
D. There is not disk quota allocated to quarantining files.

Answer: C

Explanation:
The exhibit displays a diagnose log device output on a FortiAnalyzer, showing details about disk space usage and quotas for
different FortiGate devices and ADOMs (Administrative Domains).
Here's a breakdown of key details:
Disk Quota for Quarantined Files:
The output includes columns labeled for used space in categories such as "logs," "quarantine,"
"content," and "DB." For each device, the quarantine column consistently shows 0.0KB used, indicating that there is no disk quota
allocated or utilized for quarantining files.

NEW QUESTION # 43 
Which log will generate an event with the status Unhandled?

A. An AppControl log with action=blocked.
B. An AV log with action=quarantine.
C. An IPS log with action=pass.
D. A WebFilter log will action=dropped.

Answer: C

Explanation:
In FortiOS 7.4.1 and FortiAnalyzer 7.4.1, the "Unhandled" status in logs typically signifies that the FortiGate encountered a security
event but did not take any specific action to block or alter it. This usually occurs in the context of Intrusion Prevention System (IPS)
logs.
* IPS logs with action=pass: When the IPS engine inspects traffic and determines that it does not match any known attack signatures
or violate any configured policies, it assigns the action "pass". Since no action is taken to block or modify this traffic, the status is
logged as "Unhandled." Let's look at why the other options are incorrect:



* An AV log with action=quarantine: Antivirus (AV) logs with the action "quarantine" indicate that a file was detected as malicious
and moved to quarantine. This is a definitive action, so the status wouldn't be "Unhandled."
* A WebFilter log will action=dropped: WebFilter logs with the action "dropped" indicate that web traffic was blocked according to
the configured web filtering policies. Again, this is a specific action taken, not an "Unhandled" event.
* An AppControl log with action=blocked: Application Control logs with the action "blocked" mean that an application was denied
access based on the defined application control rules. This is also a clear action, not "Unhandled."

NEW QUESTION # 44 
Which two statement regarding the outbreak detection service are true? (Choose two.)

A. New alerts are received by email.
B. An additional license is required.
C. It automatically downloads new event handlers and reports.
D. Outbreak alerts are available on the root ADOM only.

Answer: C,D

NEW QUESTION # 45
......
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