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AEZ #91
Which of'the following protocols is used for exchanging routing information between two gateways in a network of autonomous
systems?

A IGMP
B. ICMP
C. EGP

D. OSPF
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EE#92
The network admin decides to assign a class B IP address to a host in the network. Identify which of the following addresses fall
within a class B IP address range.

e A 181241
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e B.255.255.255.0
e C.169.254.254.254
e D.172.168.12.4
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A2 #93

James, a network admin in a large US based IT firm, was asked to audit and implement security controls over all network layers to
achieve Defense-in-Depth. While working on this assignment, James has implemented both blacklisting and whitelisting ACLs.
Which layer of defense-in-depth architecture is Jason working on currently?

A. Internal Network Layer
B. Host Layer

C. Application Layer

D. Perimeter Layer

He:. D

MY

James is working on the Perimeter Layer of the Defense-in-Depth architecture. This layer is responsible for protecting the network's
boundaries fromunauthorized access and attacks. The implementation of blacklisting and whitelisting Access Control Lists (ACLs) is
a common practice at this layer. Blacklisting ACLs block known malicious entities, while whitelisting ACLs allow only approved
entities to access the network. These measures are part of the perimeter defenses that include firewalls, intrusion detection systens,
and other boundary security mechanisims designed to prevent attackers from gaining initial access to the network infrastructure1234.
References:

* Defense in depth explained: Layering tools and processes for better securityl.

* What is a whitelist and a blacklist? - National Cybersecurity Society?.

* Blacklisting vs Whitelisting: What's the Difference? - Instasafe3.

* Whitelisting, blacklisting, and your security strategy: It's not either/or4.

EE #9%
‘Which of the following tools examines a system for a number of known weaknesses and alerts the administrator?

A. COPS
B. SATAN
C. Nessus
D. SAINT

w
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CORRECT TEXT

Fill in the blanks with the appropriate terms. In L2TP tunnel mode, the ISP must support L2TP, whereas in
L2TP tunnel mode, the ISP does not need to support L2TP.

e

MY

compulsory

Explanation:

The Layer 2 Tunnel Protocol is one of the tunneling protocols that is used in a virtual private network. It contains the finctionality of
Cisco's Layer 2 Forwarding (L2F) protocol and Microsoft's Point-to-Point Tunneling Protocol (PPTP). This protocol is vendor
mteroperable and supports multihopping. L2TP supports two tunnel modes: Compulsory tunnel: In L2TP compulsory tunnel mode, a
remote host mitiates a connection to its Internet Service Provider (ISP). An L2TP connection is established between the remote user
and the corporate network by the ISP. With a compulsory tunnel, the ISP must support L2TP. Voluntary tunnel: In L2TP voluntary
tunnel mode, the connection is created by the remote user, typically by using an L2TP tunneling client. Then, the remote user sends
L2TP packets to its ISP in order to forward them on to the corporate network. With a voluntary tunnel, the ISP does not need to
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