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Fortinet FCP - FortiSIEM 7.2 Analyst Sample Questions (Q35-Q40):

NEW QUESTION # 35
When selecting multiple rules at once on FortiSIEM, what actions can you perform?

A. You can only view, edit, and activate a single rule at one time.

B. You can only activate or deactivate muiltiple rules.

C. You can change the severity of multiple rules, and activate or deactivate them.
D. You can only change the severity of muiltiple rules.

Answer: C

Explanation:

In FortiSIEM, when muiltiple rules are selected, you can change their severity levels and activate or deactivate them simultaneously.
This bulk action capability simplifies rule management by allowing analysts to apply configuration updates or operational changes
across multiple correlation rules efficiently.

Rerio oot
Source IP Reporting | Reporting | Event | User | Count
Device IP Type

15.2.3.4 FWO1 10.1.1.1 Logon+1 Mike 4
21.34.5 FWO01 10.%AN Logon | Bob 3
14.12.3.1 EWO1 10.1.1.1 Logon | Alice 2

192.168.1.5 FWO01 10.1.1.1 Logon | Alice 2
10.1.1.1 FWO01 10:1.3.1 Logon | Bob 6

12312311 FF RABIT I 18111 | Logon | Mike 5

If'you group the events by User, Source IP, and Count attributes, how many results will FortiSIEM display?

A. Three
B. Five
C. Two
D. Six
E. Four

Answer: D

Explanation:
Grouping by User, Source IP, and Count means that each unique combination of those three attributes will be treated as a separate
result. In the table, all six rows have distinct combinations of User, Source IP, and Count - so FortiSIEM will display 6 results.

NEW QUESTION # 37
‘When FortiSIEM is configured to apply ZTNA tags, what is the order of events when an analyst wants to automatically block a
ZTNA tagged host?

A. FortiEMS receives tag information > FortiEMS tags host > FortiSIEM tags host > ZTNA tags enforced on FortiGate
B. FortiEMS tags host > FortiEMS receives tag information > FortiSIEM tags host > ZTNA tags enforced on FortiGate
C. FortiSIEM tags host > FortiEMS receives tag information > FortiEMS tags host > ZTNA tags enforced on FortiGate
D. FortiEMS tags host > FortiSIEM receives tag information > FortiSIEM tags host > ZTNA tags enforced on FortiGate



Answer: D

Explanation:

The correct sequence for ZTNA tag enforcement is:

1. FortiEMS tags the host based on endpoint posture or detected condition.

2. FortiSIEM receives the tag information from FortiEMS.

3. FortiSIEM applies its own tag (for example, "blocked") to the host based on automation or incident rules.
4. FortiGate enforces the ZTNA tag policy, blocking or restricting access according to configured rules.
Thus, the event flow is FortiEMS tags host — FortiSIEM receives tag info — FortiSIEM tags host

— FortiGate enforces tags.

NEW QUESTION # 38
In FortiSIEM, which database stores discovery information?

A. Profile DB
B. Event DB
C.SVN DB
D. CMDB

Answer: D

Explanation:

FortiSIEM stores discovery information - such as device attributes, IPs, roles, and relationships - in the Configuration Management
Database (CMDB). The CMDB mmintains an up-to-date inventory of all discovered assets, serving as the central repository for
device and infrastructure configuration data.

NEW QUESTION # 39
Which two settings must you configure to allow FortiSIEM to apply tags to devices in FortiClient EMS? (Choose two.)

A. Remediation script configured

B. FortiSIEM API credentials defined on FortiEMS\
C. FortiEMS API credentials defined on FortiSIEM
D. ZTNA tags defined on FortiSIEM

Answer: B,C

Explanation:

To allow FortiSIEM to apply tags to devices in FortiClient EMS, FortEMS API credentials must be defined on FortiSIEM to
enable communication with EMS, and FortiSIEM API credentials must be defined on FortiEMS to allow EMS to accept tagging
instructions from FortiSIEM. This bidirectional API trust is essential for tag application.

NEW QUESTION # 40
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