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Cisco 350-701 exam dumps are important because they show you where you stand. After learning everything related to the
Implementing and Operating Cisco Security Core Technologies (350-701) certification, it is the right time to take a self-test and
check whether you can clear the 350-701 certification exam or not. People who score well on the 350-701 Practice Questions are
ready to give the final Implementing and Operating Cisco Security Core Technologies (350-701) exam On the other hand, those
who do not score well can again try reading all the 350-701 dumps questions and then give the 350-701 exam.

Cisco Implementing and Operating Cisco Security Core Technologies Sample
Questions (Q613-Q618):

NEW QUESTION # 613
An engineer is adding a Cisco DUO solution to the current TACACS+ deployment using Cisco ISE. The engineer wants to
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authenticate users using their account when they log into network devices. Which action accomplishes this task?

¢ A Modify the current policy with the condition MF ASourceSequence DUO=true in the authorization conditions within Cisco
ISE

¢ B. Create an identity policy within Cisco ISE to send all authentication requests to Cisco DUO.

¢ C. Install and configure the Cisco DUO Authentication Proxy and configure the identity source sequence within Cisco ISE

¢ D. Configure Cisco DUO with the external Active Directory connector and tie it to the policy set within Cisco ISE.

Answer: C

Explanation:

accomplish the task is to install and configure the Cisco DUO Authentication Proxy and configure the identity source sequence within
Cisco ISE. This will allow the engineer to integrate Cisco ISE with Cisco DUO for TACACS+ device administration using Active
Directory as the primary authentication source and Cisco DUO as the secondary authentication source for multi- factor authentication
(MFA). The steps to configure this solution are as follows12:

* Install and configure the Cisco DUO Authentication Proxy on a Windows or Linux machine. The proxy will act as a RADIUS
server that commumicates with Cisco ISE and a RADIUS client that communicates with Cisco DUO cloud. The proxy will also
connect to Active Directory for the primary authentication of the users.

* Configure the proxy by editing the authproxy.cfg file. The file should include the following sections:

* [ad_client]: This section defines the connection parameters to Active Directory, such as the host, service account username,
service_account password, and search_dn.

* [radius_server auto]: This section defines the RADIUS server parameters for the proxy, such as the ikey, skey, api_host,
radius ip 1, radius_secret 1, and client parameters. The key, skey, and api_host are obtained from the Cisco DUO web portal
when creating a RADIUS application. The radius_ip 1 and radius_secret 1 are the IP address and shared secret of the Cisco ISE
node that will send authentication requests to the proxy. The client parameter specifies the authentication method for Cisco DUO,
such as auto, push, phone, or passcode.

* [mam]: This section defines the global settings for the proxy, such as the debug, log max_size, and log max _files parameters.

* Restart the proxy service after saving the authproxy.cfg file.

* Configure Cisco ISE as a TACACS+ server and add the proxy as an external RADIUS server. The steps are as follows:

* Navigate to Admmnistration > System > Deployment and enable the Device Admmistration Service on the appropriate node.

* Navigate to Work Centers > Device Admmistration > Network Resources and add the network devices that will use TACACS+
for device administration. Specify the device name, IP address, device type, and shared secret.

* Navigate to Work Centers > Device Administration > Network Access and add the proxy as an external RADIUS server.
Specify the server name, IP address, port, shared secret, and timeout.

Optionally, enable the Continue for additional authorization policy option to allow Cisco ISE to perform authorization based on the
user's Active Directory attributes after successful authentication by Cisco DUO.

* Navigate to Work Centers > Device Administration > Policy Elements > Results > TACACS Profiles and create a TACACS
profile for device administration. Specify the profile name, type, and custom attributes, such as the shellroles and shell:priv-Ivl
attributes.

* Navigate to Work Centers > Device Administration > Policy Sets and create a policy set for device administration. Specify the
policy set name, conditions, and results. The conditions can be based on the device type, the protocol, or the identity source
sequence. The results can be the TACACS profile and the external RADIUS server (the proxy).

* Configure the network devices to use TACACS+ for device administration and specify Cisco ISE as the TACACS+ server and
the proxy as the RADIUS server. The configuration commands may vary depending on the device type and model, but the general
syntax is as follows:

* aaa new-model

* aaa authentication login default group tacacs+ local

* aaa authorization exec default group tacacs+ local

* aaa accounting exec default start-stop group tacacs+

* tacacs server ISE

* address ipv4 <ISE IP address>

* key <ISE shared secret>

* radius server DUO

* address ipv4 <proxy IP address> auth-port <proxy port>

* key <proxy shared secret>

* Test the solution by logging into the network devices using Active Directory credentials. The user should receive a Cisco DUO
prompt for the second factor authentication, such as a push notification, a phone call, or a passcode. After approving the second
factor authentication, the user should be granted access to the device with the appropriate privileges based on the TACACS profile
and the Active Directory attributes.

References = 1: Duo MFA Integration with ISE for TACACS+ Device Administration with Microsoft Active Directory Users -
Cisco Community 2: Protecting Access to Network devices with ISE TACACS+ and DUO MFA - Cisco Community



NEW QUESTION # 614
What is a feature of Cisco NetFlow Secure Event Logging for Cisco ASAs?

A. Advanced NetFlow v9 templates and legacy v5 formatting are supported
B. Secure NetFlow connections are optimized for Cisco Prime Infrastructure
C. Multiple NetFlow collectors are supported

D. Flow-create events are delayed

Answer: D

Explanation:

The ASA and ASASM implementations of NetFlow Secure Event Logging (NSEL) provide the following major functions: ... -
Delays the export of flow-create events. Reference:
httpsy//www.cisco.comy/c/en/us/td/docs/security/asa/asa92/configuration/general/asa- general-cli/ monitor-nsel. pdf

- Delays the export of flow-create events.

The ASA and ASASM implementations of NetFlow Secure Event Logging (NSEL) provide the following major functions: ... -
Delays the export of flow-create events. Reference:
httpsy//www.cisco.comy/c/en/us/td/docs/security/asa/asa92/configuration/general/asa- general-cli/ monitor-nsel. pdf

NEW QUESTION # 615
An administrator enables Cisco Threat Intelligence Director on a Cisco FMC. Which process uses STIX and allows uploads and
downloads of block lists?

A. consumption
B. editing

C. authoring

D. sharing

Answer: D

Explanation:

The process that uses STIX and allows uploads and downloads of block lists is sharing. STIX (Structured Threat Information
Expression) is a standard language and format for exchanging cyber threat intelligence data. Block lists are collections of
observables, such as IP addresses, URLs, or domains, that are associated with malicious activity and can be used to block or
monitor network traffic. Cisco Threat Intelligence Director (TID) is a feature that operationalizes threat intelligence data by
consuming, normalizing, publishing, and correlating data from various sources, including third-party STIX feeds. TID enables the
admmnistrator to upload STIX files from local or remote sources, or download STIX files from the Firepower Management Center
(FMC) to share with other systems. TID also allows the administrator to configure actions (such as block or monitor) based on the
indicators and observables in the STIX files, and generate incidents and observations when the system detects traffic that matches
the threat intelligence datal23 References = 1: Firepower Management Center Configuration Guide, Version 6.2.3 - Threat
Intelligence Director 2 2: Introduction to STIX - GitHub Pages 4 3: Third-Party Integration of Security Feeds with FMC (Cisco
Threat Intelligence Director) - Cisco Community 3

NEW QUESTION # 616
Drag and drop the exploits from the left onto the type of security vulnerability on the right.

Answer:

Explanation:

NEW QUESTION # 617
Drag and drop the common security threats from the left onto the definitions on the right.

Answer:



Explanation:

NEW QUESTION # 618
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