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46. Frage
Which of the following documents describes activities that are prohibited during a scheduled penetration test?

A SLA
B. MSA
C.NDA
D.ROE

Antwort: D

Begrindung;
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The document that describes activities that are prohibited during a scheduled penetration test is ROE, which stands for rules of
engagement. ROE is a document that defines the scope, objectives, methods, limitations, and expectations of a penetration test.
ROE can specify what activities are allowed or prohibited during the penetration test, such as which targets, systems, networks, or
services can be tested or attacked, which tools, techniques, or exploits can be used or avoided, which times or dates can be
scheduled or excluded, or which impacts or risks can be accepted or mitigated. ROE can help ensure that the penetration test is
conducted in a legal, ethical, and professional manner, and that it does not cause any harm or damage to the client or third parties.
The other options are not documents that describe activities that are prohibited during a scheduled penetration test. MSA stands for
master service agreement, which is a document that defines the general terms and conditions of a contractual relationship between
two parties, such as the scope of work, payment terms, warranties, liabilities, or dispute resolution. NDA stands for non-disclosure
agreement, which is a document that defines the confidential information that is shared between two parties during a business
relationship, such as trade secrets, intellectual property, or customer data. SLA stands for service level agreement, which is a
document that defines the quality and performance standards of a service provided by one party to another party, such as
availability, reliability, responsiveness, or security.

47. Frage
Which of'the following could be used to enhance the quality and reliability of a vulnerability scan report?

A. Peer review

B. Client acceptance
C. Risk analysis

D. Root cause analysis

Antwort: A

Begrindung;

Peer Review:

Peer reviews ensure the accuracy, completeness, and reliability of the report by having another qualified tester validate the findings,
methodology, and conclusions.

It helps identify errors or omissions and provides additional insights to improve the report.

Why Not Other Options?

A (Risk analysis): Risk analysis enhances understanding but does not directly improve report quality.

C (Root cause analysis): This is usefil for addressing vulnerabilities but does not enhance the scan report itself.
D (Client acceptance): While important, it does not directly improve the quality or reliability of the report.
CompTIA Pentest+ Reference:

Domain 5.0 (Reporting and Communication)

48. Frage

During a security assessment, a penetration tester needs to exploit a vulnerability in a wireless network's authentication mechanism to
gain unauthorized access to the network.

Which of'the following attacks would the tester most likely performto gain access?

A. KARMA attack

B. MAC address spoofing
C. Eavesdropping

D. Beacon flooding

Antwort: A

Begriindung;

To exploit a vulnerability in a wireless network's authentication mechanism and gain unauthorized access, the penetration tester
would most likely perform a KARMA attack.

KARMA Attack:

Definition: KARMA (KARMA Attacks Radio Machines Automatically) is an attack technique that exploits the tendency of wireless
clients to automatically connect to previously connected wireless networks.

Mechanism: Attackers set up a rogue access point that impersonates a legitimate wireless network. When clients automatically
connect to this rogue AP, attackers can capture credentials or provide malicious services.

Purpose:

Unauthorized Access: By setting up a rogue access point, attackers can trick legitimate clients into connecting to their network,
thereby gaining unauthorized access.



Other Options:

Beacon Flooding; Involves sending a large number of fake beacon frames to create noise and disrupt network operations. Not
directly useful for gaining unauthorized access.

MAC Address Spoofing: Involves changing the MAC address of an attacking device to match a trusted device. Useful for bypassing
MAC-based access controls but not specific to wireless network authentication.

Eavesdropping: Involves intercepting and listening to network traffic, useful for gathering information but not directly for gaining
unauthorized access.

Pentest Reference:

Wireless Security Assessments: Understanding common attack techniques such as KARMA is crucial for identifying and exploiting
vulnerabilities in wireless networks.

Rogue Access Points: Setting up rogue APs to capture credentials or perform man-in-the-middle attacks is a common tactic in
wireless penetration testing,

By performing a KARMA attack, the penetration tester can exploit the wireless network's authentication mechanism and gain
unauthorized access to the network.

49. Frage
A penetration tester discovers data to stage and exfiltrate. The client has authorized movement to the tester's attacking hosts only.
Which of'the following would be most appropriate to avoid alerting the SOC?

A. Apply Base64 to the data and send over a tunnel to TCP port 80.

B. Apply AES-256 to the data and send over a tunnel to TCP port 443.
C. Apply 3DES to the data and send over a tunnel UDP port 53.

D. Apply UTF-8 to the data and send over a tunnel to TCP port 25.

Antwort: B

Begrindung;

AES-256 (Advanced Encryption Standard with a 256-bit key) is a symmetric encryption algorithm widely used for securing data.
Sending data over TCP port 443, which is typically used for HTTPS, helps to avoid detection by network monitoring systens as it
blends with regular secure web traffic.

50. Frage
During a penetration testing exercise, a team decides to use a watering hole strategy. Which of the following is the most effective
approach for executing this attack?

A. Send phishing emails to the organization's employees.

B. Compromise a website frequently visited by the organization's employees.
C. Launch a DDoS attack on the organization's website.

D. Create fake social media profiles to befriend employees.

Antwort: B
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