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R #15
Which two statements about global security policies are correct? (Choose two.)

A. The fromzone and to-zone contexts are not required for a global security policy.

B. You can use both zone-based security policies and global security policies at the same time.
C. Global policies are processed before zone-based security policies.

D. Global security policies require specific zone contexts.

EfE: A. B

AR :

Global security policies extend the flexibility of policy enforcement across the SRX. They are not tied to specific source and
destination zones:

* From-zone and to-zone contexts are not required(Option A). Global policies apply across all zones unless restricted by match
conditions.

* Global security policies do not require specific zone contexts(Option B is incorrect).

* Global policies areprocessed after zone-based policies, not before. This means that zone-based security policies take precedence
(Option C is incorrect).

* Administrators can configure bothzone-based security policies and global security policies at the same timeon the same device
(Option D is correct).
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This allows flexible designs where specific policies can be enforced by zone, while general policies can be applied globally without
duplicating rules across muiltiple zones.
Reference:Juniper Networks -Junos OS Security Fundamentals, Global Security Policies.

HE #16
Content filtering supports which two of the following protocols? (Choose two.)

e A SMTP
e B. SNMP
e C.HITP
e D.TFTP

.EE%: A\ C

A -
Content filtering inspects and controls web traffic carried over HTTP, enabling filtering based on content categories and URLs.
Content filtering also supports SMTP, allowing inspection and filtering of email content for security and policy enforcement.

B #17

When does screening occur in the flow module?

e A during route lookup
¢ B. after session lookup
¢ (. before session lookup

¢ D. during policy lookup
EfE: C

R«
Screening in the flow module occurs before session lookup, allowing the device to drop unwanted or malicious traffic early in the
processing path before any session is created.

HM #18
What is the purpose of rate-limiting exception traffic in the Junos OS?

A. to manage routing protocols and updates

B. to simplify the configuration of network interfaces

C. to prevent denial-of-service attacks on the Routing Engine
D. to enhance the performance of the forwarding plane

EfE: C

L

Rate-limiting exception traffic protects the Routing Engine (RE) from being overwhelmed by excessive control-plane traffic. By
limiting the rate of packets sent from the Packet Forwarding Engine (PFE) to the RE, Junos OS helps prevent denial-of-service
(DoS) attacks that could disrupt management or routing processes.

R #19
Which two statements about management functional zones are correct? (Choose two.)

e A, The management functional zone is used to control the management-related traffic that is allowed to access your device.

¢ B. The management functional zone contains all available revenue ports until they are assigned to a user- defined security
zone.

e (. The management functional zone is automatically created on the SRX Series Firewalls.

e D. The management functional zone cannot be referenced in any security policies.

.—I.Eﬁ: A\ C



fiR .-

Themanagement finctional zoneon SRX devices is a special predefined zone with unique characteristics:

* It isautomatically created(Option C) and cannot be deleted.

* Tt is used specifically formanagement-related traffic(Option A), such as SSH, Telnet, web management (J-Web), SNMP, and
other control-plane services.

* It does not contain revenue (data) interfaces (Option B is incorrect). Interfaces must be explicitly configured into user-defined
zones.

* The management zone can be referenced in policies if inter-zone communication nvolving management traffic is needed (Option D
is incorrect).

Correct Statements:A and C

Reference:Juniper Networks -Security Zones and Management Functional Zone, Junos OS Security Fundamentals.
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