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GIAC Web Application Penetration Tester GWAPT Sample Questions (Q19-
Q24):
NEW QUESTION # 19 
Which features improve session security in web applications? (Choose two)

A. Hardcoding session tokens
B. Allowing session reuse across multiple devices
C. Encryption of session data
D. Use of short session expiration times

Answer: C,D

NEW QUESTION # 20 
What advantages does AJAX provide in web applications? (Choose two)

A. Asynchronous updates to web pages
B. Enhanced database indexing
C. Reduced page reloads
D. Server-side execution of JavaScript

Answer: A,C

NEW QUESTION # 21 
During a configuration audit, you find that directory listing is enabled. What is the associated risk?

A. Unauthorized directory traversal
B. Execution of stored XSS payloads
C. Exposure of sensitive files and directories
D. Unauthorized modification of session cookies

Answer: C

NEW QUESTION # 22 
Which types of SQL injection attacks exist? (Choose two)

A. DNS-based SQL injection
B. Session-based SQL injection
C. Time-based blind SQL injection
D. Stored SQL injection

Answer: C,D

NEW QUESTION # 23 
Which of the following SQL clauses is most often exploited in SQL injection attacks?

A. WHERE
B. DROP
C. SELECT
D. INSERT

Answer: A

NEW QUESTION # 24
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