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NEW QUESTION # 67
Which tool is typically used to identify potential threats within an organization's application infrastructure?
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Response:

A. SIEM (Security Information and Event Management)
B. ERP (Enterprise Resource Planning)

C. CRM (Customrer Relationship Management)

D. HRMS (Human Resource Management System)

Answer: A

NEW QUESTION # 68

Scenario: While performing a threat analysis, you identify that a particular server has multiple unpatched vulnerabilities. However, the
server is only used for internal testing and does not contain sensitive data.

‘What should your immediate course of action be?

Response:

A. Ignore the issue as the server is not critical

B. Document the vulnerabilities and defer patching until after testing.

C. Move the server to a secure network segment.

D. Patch the server immediately and review patch management policies.

Answer: D

NEW QUESTION # 69

‘When analyzing external threat research to determine the potential impact on an organization, which of the following factors should
be considered?

(Select all that apply)

Response:

A. Market share of the organization

B. Recent security incidents in the industry

C. Known vulnerabilities in the organization's software
D. Enployee satisfaction levels

Answer: B,C

NEW QUESTION # 70

To protect against insider threats, what solution can be employed within an organization?
(Select all that apply)

Response:

A. Fire extinguisher inspections

B. Network intrusion detection systems (NIDS)
C. Frequent password changes

D. Background checks for employees

Answer: B,D

NEW QUESTION # 71
What is the primary finction of outbound SSL visibility in network security architecture?
Response:

A. To block unauthorized outbound emails

B. To increase server bandwidth

C. To enhance network speed

D. To inspect encrypted outbound traffic for threats



Answer: D

NEW QUESTION # 72
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