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CompTIA A+ Certification Exam: Core 2 Sample Questions (Q50-Q55):

NEW QUESTION # 50

A user's computer is running slowly. Task Manager shows:

Disk: 2%

Network: 12%

GPU: 15%

CPU: 70%

Memory: 97%

Which of the following would a technician most likely do to resolve the issue?

¢ A Delete temporary files
¢ B. Upgrade the network connection
e C. Clear browser cached data
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¢ D. Close unnecessary prograns
Answer: D

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

Memory usage is critically high, suggesting many applications or background processes. Closing unnecessary programs will
immediately free up RAM.

FroniTravis Everett - All-in-One Exam Guide:

"High memory usage with moderate CPU load usually means too many applications are open. Close unnecessary apps or use Task
Manager to end processes."

NEW QUESTION # 51
Which of'the following describes a vulnerability that has been exploited before a patch or remediation is available?

A. DoS
B. Zero-day
C. Brute-force

D. Spoofing

Answer: B

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

A Zero-day vulnerability refers to a security flaw in software or hardware that is unknown to the vendor or has not yet been
patched. Ifthis vulnerability is exploited before the vendor has issued a fix or patch, it becomes a Zero-day exploit. These attacks
are highly dangerous because they take advantage of the absence of defenses due to the lack of awareness or mitigation options.
A: Spoofing is a form of impersonation, not necessarily tied to unpatched vulnerabilities.

B: Brute-force attacks rely on repeatedly guessing credentials and are not related to software flaws.

C: DoS (Denial of Service) attacks are meant to overwhelm systems and don't necessarily exploit unknown vulnerabilities.
Reference:

CompTIA A+ 220-1102 Objective 2.3: Compare and contrast common social engineering, threats, and vulnerabilities.

Study Guide Section: Threat types - Zero-day attacks, definitions, and implications

NEW QUESTION # 52
A technician must add an external web address as a trusted site. Which of'the following settings should the technician configure?

A. System

B. Network and Sharing Center
C. Administrative Tools

D. Internet Options

Answer: D

Explanation:
Internet Options in Windows provides the security settings where a technician can add external web addresses to the "Trusted sites"
zone.

NEW QUESTION # 53
Which of the following types of malware collects and sends data to an unknown third party without the user's consent?

A. Spyware

B. Trojan

C. Ransomware
D. Virus

Answer: A



Explanation:
Spyware is designed specifically to collect user or system data and transmit it to a third party without the user's knowledge or
consent.

NEW QUESTION # 54
Thousands of compromised machines are attempting to make fake purchases from an online store. Which of the following is taking
place?

A. Brute-force attack
B. SQL injection

C. Spoofing
D. DDoS

Answer: D

Explanation:

The correct answer is C. DDoS (Distributed Denial-of-Service), because the attack involves thousands of compromised machines,
commonly referred to as a botnet, generating fraudulent traffic against an online service. Although the activity includes fake
purchases, the scale and distributed nature indicate an attempt to overwhelm or disrupt the service.

According to the Quentin Docter - CompTIA A+ Conmplete Study Guide, DDoS attacks use multiple systens to flood a target with
traffic, exhausting server resources and preventing legitimate users from accessing the service. These attacks often mvolve
compromised devices controlled remotely.

The Travis Everett & Andrew Hutz - All-in-One Exam Guide explains that DDoS attacks can take many forms, including HTTP
request floods and application-layer attacks that mimic legitimate user actions, such as fake transactions.

The Mike Meyers / Mark Soper Lab Manual clarifies that brute-force attacks focus on credential guessing, spoofing involves
identity falsification, and SQL injection targets database queries. None of those specifically require thousands of compromised
machines.

Because the defining characteristics here are scale, distribution, and coordinated malicious activity, the correct classification is a
DDoS attack, making C the correct answer.

NEW QUESTION # 55
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