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A 270
e Reporting and Communication: This topic focuses on explaining the importance of vulnerability
FH 1 management and incident response reporting and communication.

¢ Security Operations: It focuses on analyzing indicators of potentially malicious activity, using tools and
=x 2 techniques to determine malicious activity, comparing threat intelligence and threat hunting concepts, and
explaining the importance of efficiency and process improvement in security operations.

¢ Vulnerability Management: This topic discusses involving implementing vulnerability scanning methods,
analyzing vulnerability assessment tool output, analyzing data to prioritize vulnerabilities, and recommending

=M 3

T controls to mitigate issues. The topic also focuses on vulnerability response, handling, and management.
¢ Incident Response and Management: It is centered around attack methodology frameworks, performing

=M 4 incident response activities, and explaining preparation and post-incident phases of the life cycle.
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HE #170
Which of the following best describes the document that defines the expectation to network customers that patching will only occur
between 2:00 a.m and 4:00 a.m.?
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A. MOU
B. KPI
C.SLA
D. LOI
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Explanation

SLA (Service Level Agreement) is the best term to describe the document that defines the expectation to network customers that
patching will only occur between 2:00 a.m. and 4:00 a.m, as it reflects the agreement between a service provider and a customer
that specifies the services, quality, availability, and responsibilities that are agreed upon. An SLA is a common type of document that
is used in various industries and contexts, such as IT, telecom, cloud computing, or outsourcing. An SLA typically includes metrics
and indicators to measure the performance and quality of the service, such as uptime, response time, or resolution time. An SLA also
defines the consequences or remedies for any breaches or failures of the service, such as penalties, refunds, or credits. An SLA can
help to manage customer expectations, formalize communication, improve productivity, and strengthen relationships. The other terms
are not as accurate as SLA, as they describe different types of documents or concepts. LOI (Letter of Intent) is a document that
outlines the main terns and conditions of a proposed agreement between two or more parties, before a formal contract is signed. An
LOLI is usually non-binding and expresses the intention or interest of the parties to enter into a future agreement. An LOI can help to
clarify the key points of a deal, facilitate negotiations, or demonstrate commitment. MOU (Memorandum of Understanding) is a
document that describes a mutual agreement or cooperation between two or more parties, without creating any legal obligations or
commitments. An MOU is usually more formal than an LOI, but less formal than a contract. An MOU can help to establish a
common ground, define roles and responsibilities, or outline expectations and goals. KPI (Key Performance Indicator) is a concept
that refers to a measurable value that demonstrates how effectively an organization or individual is achieving its key objectives or
goals. A KPI is usually quantifiable and specific, such as revenue growth, customer satisfaction, or employee retention. A KPI can
help to track progress, evaluate performance, or identify areas for improvement.

AE #171
Which of the following best describes the key elements of a successful information security program?

¢ A Disaster recovery and business continuity planning, and the definition of access control requirements and human resource
policies

¢ B. Business impact analysis, asset and change management, and security commumnication plan

C. Security policy implementation, assignment of roles and responsibilities, and information asset classification

D. Senior management organizational structure, message distribution standards, and procedures for the operation of security

management systems

HE. C
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A successful information security program consists of several key elements that align with the organization's goals and objectives, and
address the risks and threats to its information assets.

Security policy implementation: This is the process of developing, documenting, and enforcing the rules and standards that govern the
security of the organization's information assets. Security policies define the scope, objectives, roles, and responsibilities of the
security program, as well as the acceptable use, access control, incident response, and conmpliance requirements for the information
assets.

AE #1712
A security analyst needs to mitigate a known, exploited vulnerability related not tack vector that embeds software through the USB
mterface. Which of the following should the analyst do first?

A. Conduct security awareness training on the risks of using unknown and unencrypted USBs.

B. Check configurations to determine whether USB ports are enabled on company assets.

C. Write a removable media policy that explains that USBs cannot be connected to a company asset.
D. Review logs to see whether this exploitable vulnerability has already impacted the company.
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USB ports are a common attack vector that can be used to deliver malware, steal data, or compromise systerrs. The first step to
mitigate this vulnerability is to check the configurations of the company assets and disable or restrict the USB ports if possible. This
will prevent unauthorized devices from being connected and reduce the attack surface. The other options are also important, but they
are not the first priority in this scenario.

References:

* CompTIA CySA+ CS0-003 Certification Study Guide, page 247

* What are Attack Vectors: Definition & Vulnerabilities, section "How to secure attack vectors"

* Are there any attack vectors for a printer connected through USB in a Windows environment?, answer by user "schroeder”

HEE #173
A security analyst needs to mitigate a known, exploited vulnerability related to an attack vector that embeds software through the
USB mterface. Which of the following should the analyst do first?

¢ A. Conduct security awareness training on the risks of using unknown and unencrypted USBs.

¢ B. Check configurations to determine whether USB ports are enabled on company assets.

e (. Write a removable media policy that explains that USBs cannot be connected to a company asset.
¢ D. Review logs to see whether this exploitable vulnerability has already impacted the company.
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HE #174
After completing a review of network activity. the threat hunting team discovers a device on the network that sends an outbound
email via a mail client to a non-conpany email address daily at 10:00 p.m Which of the following is potentially occurring?

e A Trregular peer-to-peer communication
¢ B. Abnormal OS process behavior

e (. Data exfiltration

¢ D. Rogue device on the network

e, C

MH.

Data exfiltration is the theft or unauthorized transfer or movement of data froma device or network. It can occur as part of an
automated attack or manually, on-site or through an internet connection, and involve various methods. It can affect personal or
corporate data, such as sensitive or confidential information. Data exfiltration can be prevented or detected by using compression,
encryption, authentication, authorization, and other controls1 The network activity shows that a device on the network is sending an
outbound email via a mail client to a non-company email address daily at 10:00 p.m. This could indicate that the device is
compromised by malware or an insider threat, and that the email is used to exfiltrate data from the network to an external party.
The email could contain attachments, links, or hidden data that contain the stolen information. The timing of the email could be
designed to avoid detection by normal network monitoring or security systemns.
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