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HH #33
Which systems must have anti-malware solutions?

e A Allsystens that store PAN.

e B. All portable electronic storage.

e C. Any in-scope system except for those identified as 'not at risk' from malware.
e D. All CDE systems, connected systerms, NSCs, and security-providing systers.

IEf: C
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Requirement 5.2.1.1clarifies thatanti-malware solutions are requiredonall in-scope systems,unlessthe system is evaluated asnot at risk
for malware(e.g., Linux-based appliances with no Internet access). These risk evaluations must be documented and justified
(5.2.3.1).

* Option A#Incorrect. PCI DSS allows exceptions for systens not at risk.

* Option B#Incorrect. Anti-malware applies to systems, not portable media per se.

* Option C#Incorrect. Anti-malware scope is broader than just PAN-storing systerns.

* Option D#Correct. Systerms not at risk can be excluded if justified and documented.

HA #34

An entity wants to use the Customized Approach. They are unsure how to complete the Controls Matrix or TRA. During the
assessment, you spend time completing the Controls Matrix and the TRA, while also ensuring that the customized control is
implemented securely. Which of the following statements is true?

® A. Youcanassess the customized control and verify that the customized approach was correctly followed, but you must
document this in the ROC.

¢ B. You must document the work on the customized control in the ROC, but you can not assess the control or the
documentation.

¢ C. Youcanassess the customized control, but another assessor must verify thatyou completed the TRA correctly.

¢ D. Assessors are not allowed to assist an entity with the completion of the Controls Matrix or the TRA.

EfE: A
R

Customized Approach Overview:

* Under PCI DSS v4.0, entities can use a Customized Approach to meet requirements by implementing controls tailored to their
environment. This allows flexibility while still achieving the intent of the security requirement.

Role of Assessors:

* Assessors (QSAs) are responsible for evaluating both the implementation of customized controls and ensuring these controls fulfill
the security objectives of the PCI DSS requirements.

* QSAs nmust document the evaluation, evidence reviewed, and results in the Report on Compliance (ROC).

Controls Matrix and Targeted Risk Analysis (TRA):

* The Controls Matrix and TRA are key components of the Customized Approach. QSAs assist in verifying the accuracy and
completeness of these tools during assessments.

Documenting in the ROC:

* The ROC nust include a narrative explaining the assessor's findings regarding the customized control, validation methods, and any
evidence collected.

Relevant PCI DSS v4.0 Guidance:

* Appendix D and E ofthe PCI DSS v4.0 ROC Template emphasize that QSAs can evaluate and confirm adherence to the
Customized Approach provided this is documented comprehensively in the ROC.

M #35
Which scenario describes segmentation of the cardholder data environment (CDE) for the purposes of reducing PCI DSS scope?

A. Firewalls that log all network traffic flows between the CDE and out-of-scope networks.

B. A network configuration that prevents all network traffic between the CDE and out-of-scope networks.
C. Virtual LANSs that route network traffic between the CDE and out-of-scope networks.

D. Routers that monitor network traffic flows between the CDE and out-of-scope networks.

Ef@E: B

AR :

True segmentation, as defined mPCI DSS Scope Guidance, requiresenforcing isolationsuch thatno network traffic is allowed
between the CDE and out-of-scope systems, unless explicitty permitted and secured. This is the only way toreduce assessment
scopereliably.

* Option A#Incorrect. Monitoring alone does not restrict or prevent access.

* Option B#Incorrect. Logging without restriction doesnot isolatethe CDE.

* Option C#Incorrect. VLANs may be part of segmentation, but routing traffic alone doesn't reduce scope.

* Option D#Correct. This describesproper segmentation: no uncontrolled traffic into the CDE.



Reference:PCI DSS v4.0.1 - Section 4.2;Guidance on Scoping and Network Segmentation- Section 3.1 and
3.2.

HH #36
Which of'the following file types must be monitored by a change-detection mechanism (e.g., a file-integrity monitoring tool)?

A. System configuration and parameter files
B. Files that regularly change

C. Security policy and procedure documents
D. Application vendor manuals

Ef#: A

TR

PCI DSSRequirement 11.5.2mandates the use of file-integrity monitoring (FIM) or change-detection tools to monitorcritical
filessuch as system binaries, configuration files, and system parameters.

* Option A#Incorrect. Manuals are not critical system files.

* Option B#Incorrect. Regularly changing files (e.g., logs or tenp files) are typically excluded.

* Option C#lIncorrect. Policies and procedures are reviewed but not subject to FIM.

* Option D#Correct. System config and parameter files must bemonitored for unauthorised changes.

Reference:PCI DSS v4.0.1 - Requirement 11.5.2.

B #37
In accordance with PCI DSS Requirement 10, how long must audit logs be retained?

A. At least 2 years, with the most recent 3 months immediately available.
B. At least 1 year, with the most recent 3 months immediately available.
C. At least 3 months, with the most recent month immediately available.
D. At least 2 years, with the most recent month immediately available.

IEf#: B

fi .-

PerRequirement 10.5.1.2, audit logs nust be retained forat least one year, and the mostrecent three months must be readily
availablefor analysis. This ensures traceability of security events over both short and longer- term periods.

* Option A#Correct. Matches both duration and availability criteria.

* Option B#Incorrect. Two years is not required.

* Option C#lIncorrect. The retention period is misstated.

* Option D#Incorrect. One month is insufficient for immediate access.
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